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Section 1 PURPOSE 

 

The Risk Oversight Committee (the “ROC” or “Committee”) of Citystate Savings Bank, 

Inc. (the “CSBI” or ”Bank”)  is a standing committee of the Board of Directors (“Board”).  

 

The purpose of the Committee is to assist the Board in fulfilling its responsibility with 

respect to:  

 

1.1 the Citystate Savings Bank, Inc. (CSBI)’s risk governance structure, 

 

1.2 the Bank’s risk management guidelines and policies regarding credit, liquidity, 

market, operational and other related risk as necessary to fulfil the Committee’s 

duties and responsibilities, 

 

1.2 the Bank’s risk tolerance 

 

1.3 the Bank’s capital, liquidity and funding, and  

 

1.4 the performance of Bank’s Chief Risk Officer   

 

The Committee reports to the Board of Directors regarding Bank’s risk profile, as well as 

its risk management framework, including the significant policies and practices employed 

to manage risks in CSBI’s businesses, as well as the overall adequacy of the risk 

management function.  

 

The Committee’s role is one of oversight, recognizing that Senior Management is 

responsible for executing the bank’s risk management.  While the Committee has the 

responsibilities and powers set forth in this Charter, Senior Management is responsible for 

designing, implementing and maintaining an effective risk program.  In this regard, the 

Bank’s department heads or line managers are responsible for managing risks in the 

areas for which they are responsible.   
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Finally, the Bank’s Chief Risk Officer (“CRO”) manages the Bank’s risk management 

guidelines and policies regarding credit, liquidity, market, operational and other related 

risk on a consolidated basis under CSBI’s risk management framework.   

 

The CRO also provide overall leadership for CSBI’s risk management framework, 

independent risk management function and risk governance processes, including risk 

identification, measurement, monitoring and mitigation (i.e., I’M3 Risk Framework) 

 

 

Section 2 MEMBERSHIP  

 

2.1 The Committee shall be represented by at least three (3) Board members 

appointed by the Board of Directors after considering the recommendation of the 

Nominating and Governance Committee or until their successors shall be duly 

qualified and appointed.    

 

2.2 One of the Board members in the Committee should be an independent director 

who has no material relationship to the Bank – or its subsidiaries or affiliates – 

that may interfere with the exercise of his/her independence from management 

and the Bank or shall otherwise compromise the independence requirements of 

the regulatory authorities.   

 

2.3 The Board shall designate one Committee member as the Committee’s chair (the 

“Chairman”). 

 

2.4 The Board may also appoint any Senior Management Officers as ex officio or 

non-voting member of the Committee. 

 

 

Section 3 OPERATIONS  

 

3.1 The Committee shall hold regular meetings at least four times per year and 

report to the Board on a regular basis.   
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3.2 Meetings shall include any participants the Committee deems appropriate and 

shall be of sufficient duration and scheduled at such times as the Committee 

deems appropriate to discharge properly its responsibilities. 

 

3.3  The Committee shall meet, as deemed necessary and appropriate, with the Chief 

Risk Officer and other Senior Management officers of the Bank, in separate 

executive sessions. 

 

3.4 The Committee may form and delegate to one or more subcommittees all or any 

portion of the Committee’s authority, duties and responsibilities, and may 

establish such rules as it determines necessary or appropriate to conduct the 

Committee’s business.  

 

3.5 The Committee shall have direct access to, and complete and open 

communication with, the Bank’s Senior Management, including the Chief Risk 

Officer and other employees of the Risk Department, and may obtain advice and 

assistance from internal legal or other advisors.   

 

3.6 The Bank shall provide for appropriate funding, as determined by the Committee, 

for the payment of:  

 

a.  ordinary administrative expenses of the Committee that are necessary or 

appropriate in carrying out its duties and responsibilities, and  

 

b.  compensation to independent legal or other advisors retained by the 

Committee. 

 

3.7 The Committee shall review and assess annually its performance and report the 

results to the Board.   

 

3.8 The Committee shall review and assess annually the adequacy of this charter 

and, if appropriate, recommend changes to this charter to the Board of Directors 

for approval. 
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Section 4 OVERSIGHT FUNCTIONS  

 

Oversight of Risk Management  

 

4.1 Review or discuss, as and when appropriate, with Senior Management, the 

Bank’s risk governance structure and the Bank’s risk management, guidelines 

and policies regarding credit, liquidity, market, operational and other related risk 

and the Bank’s risk tolerance. 

 

4.2 Review periodically the major risk exposures of the Bank and its business units, 

including credit, liquidity, market, operational and other related risk, against 

established risk measurement methodologies and the steps management has 

taken to monitor and control such exposures. 

 

4.3 Receive, as and when appropriate, reports and recommendations from the Head 

of the Internal Audit Department (and other internal departments as necessary 

to fulfil the Committee’s duties and responsibilities) regarding the results of risk 

management reviews and assessments. 

 

Oversight of Risk Tolerance 

 

4.4 Oversee the Bank’s process and policies for determining risk tolerance and review 

management’s measurement of overall risk tolerance to established levels. As 

appropriate, confirm risk tolerance levels and capital targets and limits. 

 

4.5 Receive, as and when appropriate, reports and recommendations from the Senior 

Management (and other internal departments as necessary to fulfil the 

Committee’s duties and responsibilities) on risk tolerance. 

 

Oversight of Capital, Liquidity and Funding 

 

4.6 Review periodically the steps the Bank management has taken to manage 

capital, liquidity and funding. 
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4.7 Receive, as and when appropriate, reports and recommendations from the Head 

of the Treasury Department (and other internal departments as necessary to 

fulfil the Committee’s duties and responsibilities) on capital, liquidity and funding 

risk guidelines and policies. 

 

Oversight of the Chief Risk Officer 

 

4.8 Approve the appointment and, when and if appropriate, replacement of the Chief 

Risk Officer, who shall report directly to the Committee as well as to the Chief 

Executive Officer.   

 

4.9 Review and evaluate periodically the qualifications and performance of the Chief 

Risk Officer. 

 

Coordination with Other Board Committees and Senior Management  

 

4.10 Coordinate with the Audit Committee and Operations Committee to help ensure 

that the Committee have received the information necessary to permit them to 

fulfil their duties and responsibilities with respect to oversight of risk 

management and risk assessment guidelines and policies. 

 

4.11 Coordinate with the Compensation and/or Personnel Committee in relation to 

that Committee’s role with respect to risk matters related to compensation.  

 

Other Functions  

 

4.12 Make such recommendations with respect to any of the above and other matters 

as the Committee deems necessary or appropriate. 

 

4.13 Have such other authority, duties and responsibilities as may be delegated to the 

Committee by the Board. 
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Section 5 CORE RESPONSIBILITIES  

(Per BSP Circular No. 749, Series of 2012 – “Guidelines in Strengthening  

Corporate Governance in BSP supervised FIs” 

 

5.1 Identify and evaluate exposures 

  

The Committee shall assess the probability of each risk becoming reality and shall 

estimate its possible effect and cost.  Priority areas of concern are those risks 

that are most likely to occur and are costly when they happen. 

 

5.2 Develop risk management strategies 

  

The Committee shall develop a written plan defining the strategies for managing 

and controlling major risks.  It shall identify practical strategies to reduce the 

chance of harm and failure or minimize losses if the risk becomes real. 

 

5.3 Oversee the implementation of the risk management plan 

 

The Committee shall conduct regular discussion on the institution’s current risk 

exposure based on regular management reports and assess how the concerned 

units or offices reduced these risks. 

 

5.4 Review and revise the plan as needed  

 

The Committee shall evaluate the risk management plan to ensure its continued 

relevance, comprehensiveness, and effectiveness.   

 

It shall revisit strategies, look for emerging or changing exposures, and stay 

abreast of developments that affect the likelihood of harm or loss.   

 

The Committee shall report regularly to the Board of Directors the Bank’s overall 

risk exposure, actions taken to reduce the risks, and recommend further actions 

or plans as necessary. 
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Section 1 RISK MANAGEMENT FUNCTION  

 

Overall risk management function provides an oversight of the management of risks 

inherent in the institution’s activities. 

 

Per BSP Circular No. 749, Series of 2012 – “Guidelines in Strengthening Corporate 

Governance in BSP supervised FIs” – the risk management function is generally 

responsible for: 

 

1.1 Identifying the key risk exposures and assessing and measuring the extent of risk 

exposures of the bank and its trust operations; 

 

1.2 Monitoring the risk exposures and determining the corresponding capital 

requirement in accordance with the Basel capital adequacy framework and based 

on the bank’s internal capital adequacy assessment on an on-going basis; 

 

1.3 Monitoring and assessing decisions to accept particular risks whether these are 

consistent with board approved policies on risk tolerance and the effectiveness of 

the corresponding risk mitigation measures; and, 

    

1.4 reporting on a regular basis to the Board of Directors of the results of risk 

assessment and monitoring. 

 

 

Section 2 RISK MANAGEMENT DEPARTMENT  

 

Banking institutions should institute a setup that supervises overall risk management at 

the bank.  Such a setup could be in form of a risk management unit or department 

depending on the size and complexity of the banking institution.   

 

Ideally, overall risk management function should be independent from those who take or 

accept risk on behalf of the institution.  
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   General Responsibilities 

 

The Risk Management Department (RMD) is primarily responsible for identifying, 

measuring, assisting in controlling [mitigating] and monitoring risk inherent in the bank’s 

activities.  It shall primarily assist the Risk Oversight Committee by: 

 

2.1 Providing a systematic, disciplined and effective approach to assess inherent 

general and functional risks to ensure the financial and operational soundness of 

the Bank and its ongoing operations;  

 

2.2 Assist the bank to accomplish its business objectives by improving the 

effectiveness of risk management, control and governance processes; 

 

2.3 Periodically reviews the adequacy and effectiveness of the systems of internal 

control to ensure that the said systems minimize risk and identify exposure while 

the consequences are still avoidable; and,  

 

2.4 Implement an enterprise-wide risk management process within the bank by 

promoting compliance with managerial policies, regulations and sound fiduciary 

principles;  

 

As matter of principle, where individuals responsible for overall risk management function 

are involved in day to day operations, then sufficient checks and balances should be 

established to ensure that risk management is not compromised.  

 

Specific Duties  

 

As a business function, RMD shall undertake the following: 

 

2.5 Review periodically and recommend risk management framework, including the 

development of effective policies and efficient procedures to implement such 

framework.  
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2.6  Recommend to the Risk Oversight Committee policies and procedure guidelines 

for risk identification, measurement, mitigation and monitoring. 

 

2.7 Provide the Risk Oversight Committee relevant and timely reporting of risks 

exposure by the bank that will assist them in the effective discharge of their 

responsibilities. 

 

2.8 Review and recommend to the Board of Directors the system of allocating capital 

to the bank and incorporating it in the budget-planning processes. 

 

2.9 Evaluate the magnitude, direction and distribution of risks across the bank and 

its subsidiaries and/or affiliates from a portfolio perspective. 

 

2.10 Assess the risk infrastructure if it satisfies governance policies and is consistent 

with the regulatory and technology developments.. 

 

2.11 Promote the continuous development of risks programs and infrastructure, 

understanding this to be an evolutionary and dynamic process. 

 

2.12 Ensure ongoing review and validation of the adequacy and soundness of risk 

management policies, assumptions and practices. 

 

2.13 Create and promote a risk abatement culture that requires and encourages the 

highest standards of ethical behaviour by Directors, Officers and Staff of CSBI. 

 

2.14 Encourage the professional development and training of staff engaged in risk 

management (risk-taking and risk control). 

 

However, it must not be construed that risk management is only restricted to individual(s) 

responsible for overall risk management function.  Business lines are equally responsible 

for the risks they are taking.  Because line personnel, more than anyone else, understand 

the risks of their activities, any absence or lack of accountability on their part can run 

counter to sound and effective risk management.  
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Section 3 TABLE OF ORGANIZATION   

 

Per BSP Circular No. 749, Series of 2012 – “Guidelines in Strengthening Corporate 

Governance in BSP supervised FIs” –risk management personnel shall possess sufficient 

experience and qualifications, including knowledge on the banking business, the 

developments in the market, industry and product lines, as well as mastery of risk 

disciplines.  They shall have the ability and willingness to challenge business lines 

regarding all aspects of risk arising from bank’s activities.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Section 4 CHIEF RISK OFFICER  

 

A Chief Risk Officer (CRO) shall be appointed or replaced with prior approval from the 

Board of Directors.  The Board shall also ensure the independence of the CRO by 

providing direct access to the Board and Risk Oversight Committee without any 

impediment.  
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The CRO shall be independent from executive functions, business line responsibilities, 

operations and revenue-generating functions.  The CRO may report administratively to 

the President but the Board shall confirm the performance rating given by the President.   

 

The CRO shall have sufficient stature, authority and seniority within the bank to have 

unrestricted access to key corporate information as he/she deems necessary to form 

his/her judgement.  

 

The CRO heads the day-to-day management of the Risk Management Department, which 

is primarily responsible to develop and execute risk management policies and procedures. 

The role of the Chief Risk Officer includes the following: 

 

4.1 Assist the Risk Oversight Committee (RMC), Board of Directors and Senior 

Management to establish and communicate the Bank’s risk management 

objectives and direction. 

 

4.2 Assist the ROC/BOD and Senior Management to develop and communicate risk 

management policies. 

 

4.3 Facilitate in the identification, measurement, monitoring, reporting and control of 

credit risks, market and liquidity risks, operational risks and all other related risk. 

 

4.4 Monitor and assess decisions to accept particular risks whether these are 

consistent with board approved policies on risk tolerance and the effectiveness of 

the corresponding risk mitigation measures. 

 

 

Section 5 RISK OFFICERS 

 

Risk Management Department is primarily tasked to identify, measure and assist in 

controlling [mitigating] and monitoring the risks inherent to the bank’s activities.  As 

such, the RMD distinguishes (3) three four specific risk officers:  (i) credit risk officer; (ii) 

operations risk officer; and, (iii) investment risk officer. 
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5.1 Investment Risk Officer (IRO)  

NOTE:  Investment risks cover proprietary (i.e., on-bank) investments which falls under the 

responsibility of bank’s Treasury Department and fiduciary (i.e., off-bank) investments undertaken by 

the banks Trust Department.  The Investment Risk Officer shall assume “both” proprietary (i.e., liquidity 

and market risks) and fiduciary investment risks shall be called Investment Risk Officer.  

 

Liquidity risk is the risk arising from Bank's potential inability to meet all payment 

obligations when they become due, or only being able to meet these obligations at 

excessive costs. 

 

The bank’s Treasury Department is responsible for the management of liquidity 

risk.  The Bank's liquidity risk management framework is designed to identify, 

measure and manage the liquidity risk position. The underlying policies are 

reviewed and approved by the Asset and Liability Committee (ALCO). 

 

The bank's liquidity policy is to manage its operations to ensure that funds 

available are more than adequate to meet credit demands of its customers and to 

enable deposits to be repaid on demand or upon maturity.  The main sources of 

the Bank's funding are capital, core deposits from retail and commercial clients and 

wholesale deposits. The bank also maintains a portfolio of readily marketable 

securities to further strengthen its liquidity position. 

 

To ensure that the bank has sufficient liquidity at all times, the bank's Treasury 

formulates a contingency plan using extreme scenarios of adverse liquidity and 

evaluates the Bank's ability to withstand these prolonged scenarios.  The 

contingency plan focuses on the bank's strategy for coordinating managerial action 

during a crisis and includes procedures for making up cash flow shortfalls in 

adverse situations. The plan details the amounts of funds available and the 

scenarios under which it could use them. 

 

Market risk, on the other hand, arises from the uncertainty concerning changes in 

market prices and rates. These include interest rates, equity prices, foreign 

exchange rates and commodity prices, among others.  Market risk is present in 

both trading and non-trading activities.  The bank assumes market risk by taking 
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proprietary positions in debt, equity, foreign exchange and other securities.  As a 

matter of rule, the Bank will not recommend investment outlets for fiduciary clients 

that that Bank itself is not willing to take proprietary positions, except on 

directional accounts.   

 

The bank uses risk sensitivities, value-at-risk, mark-to-market and stress testing 

metrics to manage market risks and establish limits. Value-at-risk is the primary 

measure used in managing market risk in the trading book. 

 

Market risk in non-trading activities consists mainly of interest rate risk in the 

banking book, as well as other assets not subject to mark-to-market.   

  

 Duties and Responsibilities  

  

a. Responsible for the adequate identification, measurement, oversight of 

market, liquidity and fiduciary risk exposures and monitor compliance with 

the defined limits and their continuous control; 

 

b. Maintenance and improvement of methods, models and tools to identify and 

measure risk limits for all investment/trading activities using quantitative 

measures for market (e.g. VaR), liquidity (e.g. Liquidty Gap Report ) and 

fiduciary investment (e.g., Portfolio EaR); 

 

c. Develop, implement, review and enhance the Bank’s investment risk 

management framework to achieve a synergetic risk management 

environment. 

d. Conduct scenario analysis and stress testing of market, liquidity and fiduciary 

risk in the ordinary course of business and in crises conditions; 

 

e. Preparation and regular update of relevant risk management policies and 

procedures in line with regulatory, management and internal requirements; 
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f. Provide product support function in the evaluation and introduction of new 

bank products. 

 

g. Implementation and assurance of compliance to Basel regulations; and, 

 

h. Assume all other risk functions and responsibilities assigned by the CRO.  

  

5.2 Credit Risk Officer (CrRO) 

 

Credit risk arises from all transactions that give rise to actual, contingent or 

potential claims against any counterparty, borrower or obligor.   

 

This is the risk that the borrower, issuer or counterparty in a transaction may 

default and cause a potential loss to the Bank.  

 

The Bank is exposed to credit risk as trading counterparty to dealers and 

customers, as direct lender and as a holder of securities.  

 

 Categories of credit risk include contingent credit risk (risk that potential 

counterparty or customer obligations become actual and will not be repaid on 

time), country risk (risk that actions of sovereign governments or other 

uncontrollable events will adversely affect the ability of counterparties or customers 

to fulfill obligations to the Bank), event risk (risk that the bank will incur risk in 

unusual situations which are not captured in the daily risk management tools), 

underwriting risk (risk that an issue will lose value after launching but before 

trading in the secondary markets), and custody risk (risk that arises when the Bank 

has assets in the form of securities entrusted to a third party as a custodian). 

 

Credit risk management partners with business segments in identifying and 

aggregating credit risk exposure across all business lines.   

 

The credit policy framework establishes credit approval authorities, industry 

concentration limits, risk rating methodologies and portfolio review parameters.  
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Wholesale credit is monitored both on an aggregate portfolio as well as individual 

name basis.  The bank diversifies exposure by borrower and industry 

concentration.   

 

Monitoring of the portfolio consists of regular reports of aggregate credit exposure, 

limit exceptions, risk rating changes, as well as industry concentration and 

adequacy of provisions. 

 

Duties and Responsibilities  

  

a. Responsible for the adequate identification, measurement, oversight of credit 

risk exposures and monitor compliance with the defined limits and their 

continuous control; 

 

b. Maintenance and improvement of methods, models and tools to identify and 

measure risk limits for all credit risk exposure across all business lines; 

 

c. Develop, implement, review and enhance the Bank’s credit risk management 

framework to achieve a synergetic risk management environment. 

 

d. Conduct scenario analysis and stress testing of credit exposure and risk 

concentration and on a portfolio basis in crises conditions; 

 

e. Preparation and regular update of relevant credit risk management policies 

and procedures in line with regulatory, management and internal 

requirements; 

 

f. Provide support function in the evaluation of credit and in the loan 

processing to loan release and monitoring. 

 

g. Implementation and assurance of compliance to Basel regulations; and, 

 

h. Assume all other risk functions and responsibilities assigned by the CRO.   



RISK MANAGEMENT DEPARTMENT 

Mandate 

 

 

 

 

 

 
 

Part II  Updated as of 10 DECEMBER 2013  

REDIT RISK MANAGEMENT POLICIES 
Page 10 of 12 

 

5.3 Operations Risk Officer (ORO) 

 

Operational risk is the risk of loss from failed processes, people, systems or 

external events.  Operational risk management is responsible for defining the 

operational risk framework and related policies. The responsibility for implementing 

the framework, as well as day to day operational risk management, lies with the 

business units. 

 

Techniques used to efficiently manage operational risk consist of control self-

assessments, maintaining a loss events database, and the development and 

monitoring of key operational risk indicators. 

 

In addition, the bank shall ensure that its operating manuals are regularly updated.  

A Business Contingency Plan as well as Disaster Recovery Plan is in place.  The 

bank shall place emphasis on the security of its information technology system and 

has a comprehensive legal and personnel policy. 

 

 Duties and Responsibilities  

  

a. Responsible for the adequate identification, measurement, oversight of 

operational and other related risk and monitor compliance with the defined 

limits and their continuous control; 

 

b. Maintenance and improvement of methods, models and tools to identify and 

measure risk limits for all operational and and other related risk 

infrastructure; 

 

c. Conduct New Business Initiatives (NBI) risk reviews, document operational 

risk incidence and IT process breakdowns, establish Key Risk Indicators 

(KRIs) and derive root causes for deviations and prepare due dilligence 

report on Risk and Control Self Assessments (RCSA) across all business 

units; 
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d. Preparation and regular update of relevant operational risk management 

policies and procedures in line with regulatory, management and internal 

requirements; 

 

e. Oversee the assessment of all key business projects and key business 

process changes to confirm the impact on the operational risk profile, risk 

management framework and adequacy of the broader cross functional due 

diligence processes in respect of legal risks, litigation, regulatory changes, 

procedure & policy changes, among others.  

 

g. Implementation and assurance of compliance to Basel regulations; and, 

 

h. Assume all other risk functions and responsibilities assigned by the CRO.   

 

 

Section 6 RISK MANAGEMENT ANALYST (RMA) / RISK ASSISTANT (RA)  

 

The Risk Management Analyst / Risk Assistant will perform the CRO’s support function, as 

well as, initiate and lead initiatives essential for the execution of RMD’s business function.   

 

The RMA is expected to incubate various risk management frameworks into strategic 

policies and procedures. The RMA shall also be proactive in communicating and/or 

escalating risk management issues with other internal departments as necessary to fulfil 

the RMD’s duties and responsibilities as well as coordinate the work-output of other risk 

officers.  The RA, on the other hand, shall provide administrative support and assistance 

to complement the RMD.  

 

These positions will then be responsible for performing the following:  

 

6.1 Assistance in the review and recommendation of risk management framework, 

including the development of effective policies and efficient procedures to 

implement such framework.  
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6.2  Consolidation of policies and procedure guidelines for risk identification, 

measurement, management and monitoring of investment, credit, operations 

and other related risks. 

 

6.3 Preparation of relevant and timely reporting of risks exposure by the bank that 

will assist the Senior Management in the effective discharge of their 

responsibilities. 

 

6.4 Documentation of various recommendations to the Senior Management 

regarding strategic capital allocation of the bank and incorporating it in the 

budget-planning processes. 

 

6.5 Assistance in the periodical assessment of bank’s risk infrastructure if it satisfies 

governance policies and documentation of reviews and validations of the 

adequacy and soundness of risk management policies, assumptions and 

practices. 

 

6.6 Promotion of the continuous development of risks programs and infrastructure, 

including the institutionalization of risk abatement culture that requires and 

encourages the highest standards of ethical behaviour by Directors, Officers and 

Staff of the bank. 

 

6.6 Assist in the implementation of compliance to Basel regulations; and, 

 

6.7 Assume all other risk functions and responsibilities assigned by the CRO.  
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Section 1 INTRODUCTION  

 

In the course of conducting banking business, banks and financial institutions 

(hereinafter referred to as ‘institutions’) assume risks in order to realize returns on their 

investments.  On the other hand, risks assumed have the potential to wipe out expected 

returns and may result into losses to the institutions.  These losses could be either 

expected or unexpected. Expected losses are those that an institution knows with 

reasonable certainty will occur (e.g. the expected default rate of loan portfolio) and are 

typically reserved for in some manner.  Unexpected losses are those associated with 

unforeseen events (e.g. losses due to a sudden downturn in economy, falling interest 

rates, natural disasters, or human action such as terrorism). Institutions rely on their 

capital as a buffer to absorb such losses. 

 

Due to this fact, the need for effective risk management framework in financial 

institutions (FIs) cannot be over emphasized.  Through effective risk management 

framework, institutions will be able to optimize their risk-return trade off. 

 

 

Section 2 OBJECTIVES  

 

The Banko Sentral ng Pilipinas (BSP) has legitimate interest in ensuring that its 

supervised institutions operate in a safe and sound manner.  This goal can be largely 

attained if institutions effectively manage their risks. 

 

To enhance risk management practices among institutions, BSP has issued ”Guidelines on 

Supervision by Risk” to provide guidance on how FIs should identify, measure, monitor 

and mitigate (control) risks.   The guidelines set forth the expectations of the BSP with 

respect to the management of risks and are intended to provide more consistency in how 

the risk-focused supervision function is applied to these risks.  The BSP will review the 

risks to ensure that an FI’s internal risk management processes are integrated and 

comprehensive.   All FIs should follow the guidelines in their risk management efforts.  

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

“Guidelines on Supervision by Risk”            
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Section 3 RISK DESCRIPTIONS  

 

This prospectus cover the risks in banking described as follows: 

 

3.1 Strategic Risk  

 

Strategic risk is the current and prospective impact on earnings or capital arising 

from adverse business decisions, improper implementation of decisions, or lack 

of responsiveness to industry changes.   

 

This risk is a function of the compatibility of an organization’s strategic goals, the 

business strategies developed to achieve those goals, the resources deployed 

against these goals, and the quality of implementation.  The resources needed to 

carry out business strategies are both tangible and intangible. They include 

communication channels, operating systems, delivery networks, and managerial 

capacities and capabilities. The organization’s internal characteristics must be 

evaluated against the impact of economic, technological, competitive, regulatory, 

and other changes. 

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

 “Guidelines on Supervision by Risk”  

 

Other Strategic-related Risks  

 

A key success factor in furthering risk management was the support at the 

highest levels of banking organizations, including not only various levels of 

management, but the board as well.  In this regard, the following risks shall be 

addressed by the Committee:   

           

a. Business Risk  

 

Business risk refers to conditions which may be detrimental to a bank’s business 

model and its ability to generate returns from operations, which in turn erodes its 

franchise value.  Combining business risk with the financial risk arising from the 
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use of borrowed funds generates total corporate risk of the bank.  Business risks 

shall include, but not limited to, the following: 

 

i. Risks to reputation that arise from internal decisions that may damage a 

bank’s market standing; 

 

ii. Risks to reputation that arise from internal decisions and practices that 

ultimately impinge on the public’s trust of a bank; 

 

iii. Risks from the actions of a bank that are contrary to existing regulations and 

identified best practices and reflect weaknesses in the implementation of 

codes of conduct and standards of good practice; 

 

iv. Legal risks to the extent that changes in the interpretation or provisions of 

regulations directly affect a bank’s business model.            

_______________________________________ 

Source: BSP Circular No. 747, Series of 2012  

 “Revised Compliance Framework for Banks”            

 

b. Reputation Risk  

 

Reputation risk is the current and prospective impact on earnings or capital 

arising from negative public opinion.   

 

This affects the FI’s ability to establish new relationships or services or continue 

servicing existing relationships. This risk may expose the FI to litigation, financial 

loss, or a decline in its customer base. In extreme cases, FIs that lose their 

reputation may suffer a run on deposits. Reputation risk exposure is present 

throughout the organization and requires the responsibility to exercise caution in 

dealing with customers and the community. 

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

“Guidelines on Supervision by Risk”            
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3.2 Credit Risk 

 

Credit risk arises from counterparty’s failure to meet the terms of any contract 

with the FI or otherwise perform as agreed.  Credit risk is found in all activities 

where success depends on counterparty, issuer, or borrower performance. It 

arises any time FI funds are extended, committed, invested, or otherwise 

exposed through actual or implied contractual agreements, whether reflected on 

or off the balance sheet.  Credit risk is not limited to the loan portfolio 

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

 “Guidelines on Supervision by Risk”            

 

To improve bank’s credit risk management practices, the BSP has issued a 

number of regulations: 

 

a. Circular No. 389, which sets out the basic guidelines for the granting of loans 

and other credit accommodations;  

 

b. Circular No. 414, which sets out the principles for the management of large 

credit exposures and credit risk concentrations; 

 

c. Circular No. 423, which sets out specific guidelines regarding banka dealing 

with its Directors, Officers, Stakeholders and Related Interests (DOSRI);  

 

d. Circular No. 425, which sets a limit on single borrower; and, 

 

e. Circular No. 439, which requires banks to put in place internal credit risk 

rating system for their lending activities. 

 

3.3 Liquidity Risk  

 

Liquidity risk is generally defined as the current and prospective risk to earnings 

or capital arising from an FI’s inability to meet its obligations when they come 

due without incurring unacceptable losses or costs.   
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Liquidity risk includes the inability to manage unplanned decreases or changes in 

funding sources.  Liquidity risk also arises from the failure to recognize or 

address changes in market conditions that affect the ability to liquidate assets 

quickly and with minimal loss in value. 

 

In terms of capital markets and trading activities, FIs face two types of liquidity 

risk: funding liquidity risk and market liquidity risk.  Funding liquidity risk refers 

to inability to meet investment and funding requirements arising from cash flow 

mismatches without incurring unacceptable losses or costs.  This is synonymous 

with the general definition of liquidity risk. 

 

Market liquidity risk, on the other hand, refers to the risk that an institution 

cannot easily eliminate or offset a particular position because of inadequate 

liquidity in the market.  The size of the bid/ask spread of instruments in a market 

provides a general indication of its depth, hence its liquidity, under normal 

circumstances.  Market liquidity is also associated with the probability that large 

transaction may have a significant effect on market prices that lack sufficient 

depth.  In addition, market liquidity risk is associated with structure or complex 

investment as the market potential buyers is typically small.  Finally, FIs are 

exposed to the risk of an unexpected erosion of market liquidity.  This could be 

the result of sharp price movement or jump in volatility, or internal to the FI such 

that posed by a general loss of market confidence. 

_______________________________________ 

Source: BSP Circular No. 545, Series of 2006 

 “Guidelines on Liquidity Risk Management”              

 

3.4 Market Risk  

 

Market risk is the risk to earnings or capital arising from changes in the value of 

traded portfolios of financial instruments. This risk arises from market-making, 

dealing, and position-taking in interest rate, foreign exchange, equity and 

commodities markets.  Interest rate risk, on the other hand, is the current and 

prospective risk to earnings or capital arising from movements in interest rates. 

Interest rate risk arises from differences between the timing of rate changes and 
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the timing of cash flows (repricing risk); from changing rate relationships among 

different yield curves affecting FI activities (basis risk); from changing rate 

relationships across the spectrum of maturities (yield curve risk); and from 

interest-related options embedded in FI products (options risk). 

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

“Guidelines on Supervision by Risk”            

 

3.5 Operational Risk  

 

Operational risk is the current and prospective risk to earnings or capital arising 

from fraud, error, and the inability to deliver products or services, maintain a 

competitive position, and manage information.   

 

Risk is inherent in efforts to gain strategic advantage, and in the failure to keep 

pace with changes in the financial services marketplace.  Operational risk is 

evident in each product and service offered.  Operational risk encompasses: 

product development and delivery, operational processing, systems development, 

complexity of products and services, and the internal control environment. 

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

“Guidelines on Supervision by Risk”            

 

Other Operational-related Risks  

 

Operational risk management is an evolving risk discipline.  As such, it should 

cover several areas of internal operations to manage operational risk.  These are 

as follows: 

 

a. Personnel Risk  

 

Personnel risk is generally defined as the potential losses due to inadequacy of 

human capital management and development.  This type of risk is not subject to 
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specific measurement or quantification, but as just as significant and may cause 

material damages to the bank.  

 

b. Legal Risk  

 

Basel define legal risk as “includ[ing], but … not limited to, exposure to fines, 

penalties or punitive damages resulting from supervisory actions, as well as 

private settlements”.  The BSP, on the other hand, defines legal risk as the 

probability that a bank may suffer losses as a result of contracts being 

unenforceable or inadequately documented.   

 

c. Compliance Risk  

 

Compliance risk is defined by Basel as “the risk of legal or regulatory sanctions, 

material financial loss, or loss to reputation a bank may suffer as a result of its 

failure to comply with laws, regulations, rules, related self-regulatory 

organisation standards, and codes of conduct applicable to its banking activities”  

 

Per BSP, compliance risk is the current and prospective risk to earnings or capital 

arising from violations of, or nonconformance with, laws, rules, regulations, 

prescribed practices, internal policies and procedures, or ethical standards.  

Compliance risk also arises in situations where the laws or rules governing 

certain FI products or activities of the FI’s clients may be ambiguous or untested.  

This risk exposes the FI to fines, payment of damages, and the voiding of 

contracts.  Compliance risk can lead to diminished reputation, reduced franchise 

value, limited business opportunities, reduced expansion potential, and lack of 

contract enforceability. 

_______________________________________ 

Source: BSP Circular No. 510, Series of 2006 

“Guidelines on Supervision by Risk”            

 

Postscript:  Basel defines both legal risk and compliance in the context of operational risk. The 
current Basel Committee definition of operational risk is “the risk of loss resulting from inadequate or 
failed internal processes, people and systems, or from external events”.  This definition includes legal 
risk, but excludes strategic and reputational risk.  In common-law jurisdictions, compliance risk is 
related to adherence to legislation or codified law, while legal risk is related to adherence to the law 
in a wider sense. 
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3.6 Information Technology Risk  

 

Information Technology risk is described under Basel as a potential to transform 

risks from manual processing errors to system failure risks.  It also identified the 

growth of e-commerce as a source of potential risks.  It also covers viability 

issues of new or newly integrated systems and the need for continual 

maintenance of high-grade internal controls and back-up systems. 

 

The BSP, on the other hand, described Information Technology risk as any 

potential adverse outcome, damage, loss, violation, failure or disruption 

associated with the use of or reliance on computer hardware, software, devices, 

systems, application and networks. 

 

To enhance information technology risk management practices among 

institutions, BSP has issued the enhanced “Information Technology Risk 

Management (ITRM)” framework which updates existing IT-related guidelines 

under Sections X176 and X705 of the Manual of Regulations for Banks (MORB). 

 

Consistent with international standards and best practices, the enhanced ITRM 

framework is expected to strengthen management of risks, security of operations 

and governance on IT-related activities, as well as reinforce regulations on 

consumer protection on electronic products and service by tackling the growing 

number of new and sophisticated technological threats.   

 

Some of the salient features of the enhanced framework include:  

 

a. adoption of well-structured IT governance model and processes that 

ensure alignment of IT strategic plan with the institution’s business 

strategy, IT value delivery and effective IT risk management 

implementation;  

 

b. maintenance of risk identification and assessment process to 

continuously evaluate IT environment and potential changes; and, 
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c. establishment of overall IT risk mitigation strategy covering the areas of: 

(i) information security; (ii) project management, acquisition and change 

management; (iii) IT operations; (iv) IT outsourcing/vendor 

management program; and (v) electronic products and services. 

 

Finally, recognizing that no single framework may be considered as “one-size-fits-

all,” guidelines have been provided to classify FIs as to having “simple” or 

“complex” IT risk profile.  Thus, the level of adopting relevant provisions of the 

framework may be made proportionate to their IT risk profile. 

_______________________________________ 

Source: BSP Circular No. 808, Series of 2013  

“Guidelines on Information Technology Risk Management for All Banks 

and Other BSP Supervised Institutions”            

 

 

Section 4 RISK MANAGEMENT GUIDELINES  

 

Institutions may have different risk management systems depending on their sizes and 

complexity.  Due to this, the BSP requires each institution to prepare a comprehensive 

Risk Management Guidelines (RMG) tailored to its needs and circumstances under which 

it operates.  The RMGs should be reviewed at least annually.  

 

It is expected that RMGs prepared by institutions should cover the risks described in 

these prospectus. 

 

 

Section 5 RISK MANAGEMENT PROCESS  

 

Risk Management is a discipline at the core of every institution and encompasses all the 

activities that affect its risk profile.   

 

Risk management as commonly perceived does not mean minimizing risk; rather the goal 

of risk management is to optimize risk-reward trade-off. This can be achieved through 

putting in place an effective risk management framework which can adequately capture 
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and manage all risks an institution is exposed to.  Risk Management entails four key 

processes: 

 

5.1 Risk Identification 

 

In order to manage risks, an institution must identify existing risks or risks that 

may arise from both existing and new business initiatives for example, risks 

inherent in lending activity include credit, liquidity, interest rate and operational 

risks.  Risk identification should be a continuing process, and should occur at 

both the transaction and portfolio level. 

 

5.2 Risk Measurement  

 

Once risks have been identified, they should be measured in order to determine 

their impact on the institution’s profitability and capital.  This can be done using 

various techniques ranging from simple to sophisticated models.   

 

Accurate and timely measurement of risk is essential to effective risk 

management systems. An institution that does not have a risk measurement 

system has limited ability to control or monitor risk levels. An institution should 

periodically test to make sure that the measurement tools it uses are accurate. 

Good risk measurement systems assess the risks of both individual transactions 

and portfolios. 

 

5.3  Risk Mitigation  

 

After measuring risk, an institution should establish and communicate risk limits 

through policies, standards, and procedures that define responsibility and 

authority.  Institutions may also apply various mitigating tools in minimizing 

exposure to various risks. Institutions should have a process to authorize 

exceptions or changes to risk limits when warranted. 
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5.4  Risk Monitoring  

Institutions should put in place an effective management information system 

(MIS) to monitor risk levels and facilitate timely review of risk positions and 

exceptions.  Monitoring reports should be frequent, timely, accurate, and 

informative and should be distributed to appropriate individuals to ensure action, 

when needed. 

 

 

Section 6 RISK MANAGEMENT FRAMEWORK  

 

A risk management framework encompasses the scope of risks to be managed, the 

process/systems and procedures to manage those risks and the roles and responsibilities 

of individuals involved in risk management.  The framework should be comprehensive 

enough to capture all risks an institution is exposed to and have flexibility to 

accommodate any change in business activities.   

 

Key elements of an effective risk management framework are: 

 

1. active board and senior management oversight; 

2. adequate policies, procedures and limits; 

3. adequate risk measurement, monitoring and management information systems; 

and 

4. comprehensive internal controls. 

 

6.1 Active Board and Senior Management Oversight  

 

The Board of Directors has the ultimate responsibility for the level of risk taken 

by their institutions.   

 

Accordingly, they should approve the overall business strategies and significant 

policies of their institutions, including those related to managing and taking risks, 

and should also ensure that senior management is fully capable of managing the 

activities that their institutions conduct.  While all boards of directors are 
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responsible for understanding the nature of the risks significant to their 

institutions and for ensuring that management is taking the steps necessary to 

identify, measure, monitor, and mitigate these risks, the level of technical 

knowledge required of directors may vary depending on the particular 

circumstances at the institution. 

 

Directors should have a clear understanding of the types of risks to which their 

institutions are exposed and should receive reports that identify the size and 

significance of the risks in terms that are meaningful to them.  

 

In addition, directors should take steps to develop an appropriate understanding 

of the risks their institutions face, possibly through briefings from auditors and 

experts external to the institution. Using this knowledge and information, 

directors should provide clear guidance regarding the level of exposures 

acceptable to their institutions and have the responsibility to ensure that senior 

management implements the procedures and controls necessary to comply with 

adopted policies. 

 

Senior management is responsible for implementing strategies in a manner that 

limits risks associated with each strategy and that ensures compliance with laws 

and regulations on both a long-term and day-to-day basis.  Accordingly, 

management should be fully involved in the activities of their institutions and 

possess sufficient knowledge of all major business lines to ensure that 

appropriate policies, controls, and risk monitoring systems are in place and that 

accountability and lines of authority are clearly delineated. Senior management is 

also responsible for establishing and communicating a strong awareness of and 

need for effective internal controls and high ethical standards. 

 

Meeting these responsibilities requires senior managers of an institution to have 

a thorough understanding of banking and financial market activities and detailed 

knowledge of the activities their institution conducts, including the nature of 

internal controls necessary to limit the related risks. 
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6.2 Adequate Policies, Procedures and Limits  

 

An institution's directors and senior management should tailor their risk 

management policies and procedures to the types of risks that arise from the 

activities the institution conducts.   

 

Once the risks are properly identified, the institution's policies and its more fully 

articulated procedures provide detailed guidance for the day-to-day 

implementation of broad business strategies, and generally include limits 

designed to shield the institution from excessive and imprudent risks. While all 

institutions should have policies and procedures that address their significant 

activities and risks, management is expected to ensure that they are modified 

when necessary to respond to significant changes in the institution's activities or 

business conditions. 

 

To ensure that, an institution's policies, procedures, and limits are adequate, the 

same should at minimum address the following: 

 

1. policies, procedures, and limits should provide for adequate 

identification, measurement, monitoring, and mitigation of the risks 

posed by its significant activities; 

 

2.   policies, procedures, and limits should be consistent with complexity and 

size of the business, the institution's stated goals and objectives, and the 

overall financial strength of the institution; 

 

3. policies should clearly delineate accountability and lines of authority 

across the institution's activities; and, 

 

4.  policies should provide for the review of activities new to the institution 

to ensure that the infrastructures necessary to identify, monitor, and 

control risks associated with an activity are in place before the activity is 

initiated. 
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6.3 Adequate Risk Measurement, Monitoring and  

Management Information System  

 

Effective risk monitoring requires institutions to identify and measure all material 

risk exposures.  Consequently, risk monitoring activities must be supported by 

information systems that provide senior managers and directors with timely 

reports on the financial condition, operating performance, and risk exposure of 

the institution, as well as with regular and sufficiently detailed reports for line 

managers engaged in the day-to-day management of the institution's activities.  

 

Institutions should have risk monitoring and management information systems in 

place that provide directors and senior management with a clear understanding 

of the institution's positions and risk exposures. 

 

In order to ensure effective measurement and monitoring of risk and 

management information systems, the following should be observed: the 

institution's risk monitoring practices and reports address all of its material risks; 

 

1.   key assumptions, data sources, and procedures used in measuring and 

monitoring risk are appropriate and adequately documented and tested 

for reliability on an ongoing basis; 

 

2.   reports and other forms of communication are consistent with the 

institution's activities, structured to monitor exposures and compliance 

with established limits, goals, or objectives and, as appropriate, compare 

actual versus expected performance; and, 

 

3.    reports to management or to the institution's directors are accurate and 

timely and contain sufficient information for decision-makers to identify 

any adverse trends and to evaluate adequately the level of risk faced by 

the institution. 
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6.4 Adequate Internal Controls  

 

An institution's internal control structure is critical to its safe and sound 

functioning generally and to its risk management system, in particular.  

 

Establishing and maintaining an effective system of controls, including the 

enforcement of official lines of authority and the appropriate separation of duties 

such as trading, custodial, and back-office is one of management's more 

important responsibilities. 

 

Indeed, appropriately segregating duties is a fundamental and essential element 

of a sound risk management and internal control system.   

 

Failure to implement and maintain an adequate separation of duties can 

constitute an unsafe and unsound practice and possibly lead to serious losses or 

otherwise compromise the financial integrity of the institution.  Serious lapses or 

deficiencies in internal controls, including inadequate segregation of duties, may 

warrant supervisory action. 

 

When properly structured, a system of internal controls promotes effective 

operations and reliable financial and regulatory reporting, safeguards assets, and 

helps to ensure compliance with relevant laws, regulations, and institutional 

policies.   

 

Internal controls should be tested by an independent internal auditor who 

reports directly either to the institution's Board of Directors or its Audit 

Committee.   

 

Given the importance of appropriate internal controls, the results of audits or 

reviews, whether conducted by an internal auditor or by other personnel, should 

be adequately documented, as should management's responses to them. 
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In order to ensure the adequacy of an institution's internal controls and audit 

procedures, the following should be observed: 

 

1.     the system of internal controls is appropriate to the type and level of 

risks posed by the nature and scope of the institution's activities; 

 

2.  the institution's organizational structure establishes clear lines of 

authority and responsibility for monitoring adherence to policies, 

procedures, and limits; 

 

3. reporting lines provide sufficient independence of the control areas from 

the business lines and adequate separation of duties throughout the 

institution such as those relating to trading, custodial, and back-office 

activities; 

 

4.   official institutional structures reflect actual operating practices; 

 

5. financial, operational, and regulatory reports are reliable, accurate, and 

timely; wherever applicable, exceptions are noted and promptly 

investigated;  

 

6. adequate procedures exist for ensuring compliance with applicable laws 

and regulations; 

 

7. internal audit or other control review practices provide for independence 

and objectivity; 

 

8. internal controls and information systems are adequately tested and 

reviewed; the coverage, procedures, findings, and responses to audits 

and review tests are adequately documented; identified material 

weaknesses are given appropriate and timely high level attention; and 

management's actions to address material weaknesses are objectively 

verified and reviewed; and, 
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9. the institution's Audit Committee or Board of Directors reviews the 

effectiveness of internal audits and other control review activities on a 

regular basis. 

 

 

Section 7 INTEGRATION OF RISK MANAGEMENT  

 

Risks must not be viewed and assessed in isolation, not only because a single transaction 

might have a number of risks but also one type of risk can trigger other risks.   

 

Since interaction of various risks could result in diminution or increase in risk, the risk 

management process should recognize and reflect risk interactions in all business 

activities as appropriate.  While assessing and managing risk the management should 

have an overall view of risks the institution is exposed to.  This requires having a 

structure in place to look at risk interrelationships across the institution. 

 

 

Section 8 CONTINGENCY PLANNING  

 

Institutions should have a mechanism to identify stress situations ahead of time and 

plans to deal with such unusual situations in a timely and effective manner.  

 

Stress situations to which this principle applies include risks of all types.  For instance 

contingency planning activities include disaster recovery planning, public relations 

damage control, litigation strategy, responding to regulatory criticism, liquidity crisis, etc. 

 

Contingency plans should be reviewed regularly to ensure they encompass reasonably 

probable events that could impact the institution. Plans should be tested as to the 

appropriateness of responses, escalation and communication channels and the impact on 

other parts of the institution. 
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Section 1 INTRODUCTION  

 

Strategic risk arises from an institution’s inability to implement appropriate business 

plans, strategies, decision making, resource allocation and its inability to adapt to 

changes in its business environment.  This risk is therefore a function of: 

 

1. a banking institution’s strategic goals; 

2. the business strategies developed to achieve the goals; 

3. the resources deployed in pursuit of these goals, and the quality of 

implementation; and 

4. the resources needed to carry out business strategies both tangible and 

intangible.  

 

They include communication channels, operating systems, delivery networks, and 

managerial capacities and capabilities.  In strategic management, the organization’s 

internal characteristics must be evaluated against the impact of economic, technological, 

competitive, regulatory, and other environmental changes.  

 

1.1 Common Sources of Strategic Risk  

 

Strategic risk can arise through many ways. However, the common sources of the 

risk within banking institutions are the following:  

 

a) competition – through emerging industry rivals; 

b) technology – shift in technology;  

c) customer - customer priority shift and over-reliance on a few customers;  

d) economic factors;  

e) regulations; 

f) work processes and procedures; and  

g) adequacy of information for decision-making.  
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1.2 Strategic Planning Process  

 

Every institution should put in place a strategic plan which should be supported 

by a realistic budget.  A strategic plan clarifies an institution’s overall purpose, 

defines goals and priorities and determines practical approaches for achieving 

targeted priorities.  

 

If the strategic planning process is not appropriate or if the assumptions are not 

realistic, the strategic plan will be flawed thereby exposing the banking institution 

to strategic risk.  

In this regard, every institution should have an appropriate strategic planning 

process encompassing the following:  

 

a. support or participation of the board, delegated committees, and senior 

management;  

 

b. participation of staff from various departments;  

 

c. adequacy of information in developing assumptions in relation to 

economic factors, position of the banking institution compared to 

competitors, current competitive position, future market trends and 

customer needs, among others;  

 

d. consistency of the operational plans with the overall objective of a 

banking institution, and  

 

e. assessment of actual performance against strategic plans.  

 

1.3 Risk Mitigation Factors  

 

Banking institutions should adopt and implement robust strategic risk mitigation 

measures and techniques to enhance the achievement of strategic objectives. 

These include engaging qualified members of the Board of Directors and Senior 
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Management, formulation of strategic and operational plans, high quality of 

personnel and proper training, comprehensive risk management systems and 

adequate access to information.  

 

 

Section 2 BOARD AND SENIOR MANAGEMENT OVERSIGHT  

 

Board of Directors and Senior Management oversight is an integral part of an effective 

strategic risk management program. The Board of Directors retains the overall 

responsibility for strategic risk management of the institution.  It is chiefly responsible for 

setting corporate strategy and reviewing management performance in implementing the 

banking institution’s strategic plan.  

 

In turn, Senior Management have a duty to ensure that there is an effective strategic risk 

management process by transforming the strategic direction given by the Board through 

policy.  To do this, Senior Management should have an understanding of the nature and 

level of the various risks associated with the banking institution’s strategic plan and how 

such risks fit within the overall business strategies.  

 

2.1 Board Oversight  

 

The responsibilities of the Board of Directors with regard to strategic risk 

management are to:  

 

a. ensure that risk management practices are an intrinsic part of strategic 

planning;  

 

b. establish corporate objectives and values, strategic goals, and a mission 

statement describing the purpose of the banking institution; and ensure 

that these are effectively communicated and consistently applied 

throughout the banking institution;  

 

c. ensure that the banking institution’s overall strategic risk exposure is 

maintained at prudent levels, and is compatible with business strategies; 
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d.   assess whether the institution’s strategic/business plans make sense 

given the current economic and competitive environment, consist of 

reasonable and measurable targets, and; review the associated Strategic 

Risk Management framework periodically to determine that it remains 

adequate and appropriate under the prevailing business environment; 

 

e.  assess management’s success in implementing the banking institution’s 

strategic plan and achieving targets and results;  

 

f.   ensure that strategic direction and initiatives are well conceived and 

supported by appropriate management information system, operating 

systems, and service delivery networks; the Board must also ensure that 

initiatives are supported by capital for the foreseeable future and pose 

only nominal possible effects on earnings volatility; and 

 

g.   ascertain that strategic initiatives are supported by sound due diligence 

and strong risk management systems; also ascertain that decisions can 

be reversed with little difficulty and manageable costs.  

 

2.2 Senior Management Oversight  

 

The responsibilities of the Senior Management with regard to strategic risk 

management are to:  

 

a. ensure that a comprehensive Strategic Risk Management process that is 

commensurate with the strategic goals of the bank is in place;  

 

b. ensure that business continuity plans have been prepared and tested so 

that important changes in the business/risk environment are assessed 

and catered for;  

 

c. ensure that management of succession planning is an active ongoing 

process, integrated with the institution’s strategic plans; and 
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d. ensure that Strategic Risk Management framework is implemented 

throughout the institution and that all levels of staff understand their 

responsibilities with respect to Strategic Risk Management.  

 

 

Section 3 POLICIES, PROCEDURES & LIMITS  

 

Effective management of strategic risk requires that the banking institution establishes 

prudent policies, procedures and limits approved by the Board to ensure its objective 

evaluation and responsiveness to the banking institution’s business environment.  

 

Policies on business strategy are critical in defining the business segments that the 

institution will focus on, both in the short and long run.  

 

Policies and procedures should cover all material risks associated with the banking 

institution’s business segments defined in the strategic plan.  Accountability should be 

spelt out clearly and lines of authority for all the banking institution’s business segments 

should be clearly defined.  

 

To be effective, policies and procedures should be reviewed on regular basis, to take into 

account internal and external changes to the operating environment.  The policies should 

establish clear guidelines on frequency and procedures for review of its business 

strategies. Policies should be consistent with the organisation’s broader business 

strategies, capital adequacy, technical expertise and risk tolerance.  It should take into 

account the size, nature and complexities of the banking institution’s business plans and 

consider past experiences and performances. Procedures for defining and reviewing the 

institutions’ business strategy should ensure that the following aspects are given 

adequate consideration:  

 

a. the institution’s inherent strengths;  

b. its identified weaknesses;  

c. opportunities external to the institution; and  

d. external factors that pose threats to the institution. 
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Where appropriate, strategic risk management policies and procedures should cover the 

use of risk mitigation techniques  

 

A set of Board approved limits should be put in place to control a banking institution’s 

exposure to various quantifiable risks associated with its strategic plan.  Risk limits should 

be clearly communicated to the business units and understood by the relevant staff. 

 

The Board or its designated committee should ensure that limits are subject to regular 

review and are assessed in light of changes in market conditions or business strategy.  

 

The bank’s limits should at least define the following:  

 

a. exposure to different sectors of the economy;  

b. growth of business and staff strength; and  

c. network expansion programmes.  

 

 

Section 4 RISK MONITORING AND MANAGEMENT INFORMATION SYSTEM  

 

In order to ensure an effective strategic risk management process, every institution 

should deploy a management information system that enables management to identify 

and measure the risks associated with the banking institution’s strategic plan.  The level 

of sophistication of the system should depend on the nature, scale and complexity of the 

business segments within the business plan of the banking institution. In general the MIS 

should enable management to monitor:  

 

4.1 current and forecasted economic conditions, e.g., economic growth, inflation, 

foreign exchange trends, etc.  

 

4.2 current and forecasted industry and market conditions, such as:  

 

a. increasing competition by new market entrants 

b. number and size of mergers and acquisitions  
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c. changing customer behaviour  

d. new products/substitutes 

 

4.3 exposure to different sectors, and associated sector risks  

 

4.4 mechanisms that are in place to detect exceptions to limits and guidelines  

 

Reporting should be frequent enough to provide timely and adequate information to 

judge the changing nature of the banking institution’s strategic risk profile and evaluate 

compliance with stated policy objectives and constraints.  

 

To remain effective, the banking institution should review its MIS regularly, and subject it 

to regular upgrades and modifications. 

 

 

Section 5 INTERNAL CONTROLS AND AUDIT  

 

A banking institution’s internal control structure is critical to the safe and sound 

functioning of the organization generally and the management of the banking institution’s 

strategic direction in particular. Banking institutions need strong internal control systems 

to ensure that they are not unduly exposed to strategic risks. Internal controls are 

required to ensure that: 

 

1. the organization’s structure establishes clear lines of authority;  

2. the systems and structures provide for business continuity planning; and  

3. the process of setting up and reviewing strategic and business plans are 

comprehensive and carefully adhered to.  

 

Internal and external audits are integral to the implementation of a risk management 

process to control risk associated with a banking institution’s business strategy.  To carry 

out their function effectively, internal auditors should have appropriate independence and 

status within the banking institution to ensure that senior management reacts to and acts 

upon their recommendations.  
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A banking institution’s internal audit function should among other things, perform periodic 

checking on whether the strategic risk management system is properly implemented and 

the established policies and control procedures in respect of risk management are 

complied with.  

 

The risk management process and the related internal controls should be examined and 

tested periodically. The scope and frequency of audit may vary but should be increased if 

there are significant weaknesses or major changes or new products are introduced.  
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Section 1 INTRODUCTION  

 

Credit risk arises from the potential that an obligor is either unwilling to perform on an 

obligation or its ability to perform such obligation is impaired resulting in economic loss 

to the institution. 

 

Credit risk arises from on balance sheet claims such as loans and overdrafts as well as off 

balance sheet commitments such as guarantees, letters of credit, and derivative 

instruments. For most institutions, loans are the largest and most obvious source of 

credit risk. 

 

In addition, an institution may also be exposed to credit risk when dealing with foreign 

exchange operations.  This may arise when a domestic borrower involved in export 

business fails to compete in foreign markets due to domestic currency appreciation and 

thus resulting in inability to repay the domestic loan. 

 

In an institution’s portfolio, losses stem from outright default due to inability or 

unwillingness of a customer or counter party to meet commitments in relation to lending, 

trading, settlement and other financial transactions.  Alternatively, losses may result from 

reduction in portfolio value due to actual or perceived deterioration in credit quality. 

Credit risk emanates from an institution’s dealing with individuals, corporate, financial 

institutions or a sovereign. 

 

Credit risk not necessarily occurs in isolation.  The same source that endangers credit risk 

for the institution may also expose it to other risk. For instance a bad portfolio may 

attract liquidity problems. 

 

Common sources of credit problems are: 

 

1.1 Credit concentrations 

 

These are viewed as any exposure where the potential losses are large relative 

to the institution’s capital, its total assets or, where adequate measures exist, the 

institution’s overall risk level. 
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This may be in the form of single borrowers or counterparties, a group of 

connected counterparties, and sectors or industries, such as trade, agriculture, 

etc or in the form of common or correlated factors e.g. the Asian crisis 

demonstrated how close linkages among emerging markets under stress 

situations and correlation between market and credit risks as well as between 

those risks and liquidity risk, can produce widespread losses. 

 

1.2 Credit process issues 

 

Many credit problems reveal basic weaknesses in the credit granting and 

monitoring processes.  While shortcomings in underwriting and management of 

credit exposures represent important sources of losses in institutions, many 

credit problems would have been avoided or mitigated by a strong internal credit 

process. 

 

 

Section 2 BOARD AND SENIOR MANAGMENT OVERSIGHT 

 

2.1 Board Oversight 

 

 The board of directors has a critical role to play in overseeing the credit-granting 

and credit risk management functions of the institution.  It is the overall 

responsibility of institution’s board to approve institution’s credit risk strategy and 

significant policies relating to credit risk and its management which should be 

based on the institution’s overall business strategy.  To keep them current, the 

overall policies have to be reviewed by the Board, at least annually.  The 

responsibilities of the Board with regard to credit risk management shall, inter 

alia, include: 

 

a. describing the institution’s overall risk tolerance in relation to credit risk; 

 

b. ensuring that institution’s significant credit risk exposure is maintained at 

prudent levels and consistent with the available capital; 
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c. setting up the overall lending authority structure and explicitly delegate 

credit sanctioning authority, where appropriate, to senior management 

and the credit committee;  

 

d. ensuring that top management as well as individuals responsible for 

credit risk management possess sound expertise and knowledge to 

accomplish the risk management function; 

 

e. ensuring that the institution implements sound fundamental principles 

that facilitate the identification, measurement, monitoring and control of 

credit risk; 

 

f. ensuring that appropriate plans and procedures for credit risk 

management are in place; 

 

g. ensuring that internal audit reviews the credit operations to assess 

whether or not the institution’s policies and procedures are adequate and 

being adhered to; 

 

h. reviewing exposures to insiders and their related parties, including 

policies related thereto; 

 

I. ratifying exposures exceeding the level of the management authority 

delegated to management and be aware of exposures that are not within 

the ambits of existing credit policies of the institution; 

 

j. reviewing trends in portfolio quality and the adequacy of institution’s 

provision for credit losses; and, 

 

k. outlining the content and frequency of management report to the board 

on credit risk management. 
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2.2 Senior Management Oversight  

 

 The senior management is responsible for implementing institution’s credit risk 

management strategies and policies and ensuring that the procedures are put in 

place to manage and control credit risk and the quality of credit portfolio in 

accordance with these policies.  The responsibilities of the senior management 

with regard to credit risk management shall include: 

 

a. developing credit policies and credit administration procedures as a part 

of overall credit risk management framework for approval by the board; 

 

b. implementing credit risk management policies; 

 

c. ensuring the development and implementation of appropriate reporting 

system with respect to the content, format, and frequency of information 

concerning the credit portfolio and the credit risk to permit the effective 

analysis and the sound and prudent management and control of existing 

and potential credit risk exposure; 

 

d. monitoring and controlling the nature and composition of the institution’s 

portfolio; 

 

e. monitoring the quality of credit portfolio and ensuring that portfolio is 

soundly and conservatively valued, uncollectible exposure written off and 

probable losses adequately provided for; 

 

f. establishing internal controls including putting in place clear lines of 

accountability and authority to ensure effective credit risk management 

process; and 

 

g. developing lines of communications to ensure the timely dissemination of 

credit risk management policies, procedures and other credit risk 

management information to all individuals involved in the process. 
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Section 3 STRATEGY, POLICIES, PROCEDURES AND LIMITS  

 

3.1 Credit Strategy 

 

 The very first purpose of institution’s credit strategy is to determine the risk 

appetite of the institution.  Once it is determined the institution could develop a 

plan to optimize return while keeping credit risk within predetermined limits. 

 

 The institution’s credit risk strategy thus should spell out: 

 

a. the institution’s plan to grant credit based on various client segments and 

products, economic sectors, geographical location, currency and 

maturity; 

 

b. target market within each lending segment and level of 

diversification/concentration; and 

 

c. pricing strategy. 

 

 It is essential that institutions give due consideration to their target market while 

devising credit risk strategy.  The credit procedures should aim to obtain an in 

depth understanding of the institution’s clients, their credentials & their 

businesses in order to fully know their customers. 

 

 The strategy should provide continuity in approach and take into account cyclic 

aspect of country’s economy and the resulting shifts in composition and quality 

of overall credit portfolio.  While the strategy would be reviewed periodically and 

amended, as deemed necessary, it should be viable in long term and through 

various economic cycles. 

 

3.2 Credit Policies  

 

Credit policies establish framework for the making of investment and lending 
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decisions and reflect an institution’s tolerance for credit risk.  To be effective, 

policies should be communicated in a timely fashion, and should be implemented 

through all levels of the institution by appropriate procedures.  Any significant 

deviation/exception to these policies must be communicated to the senior 

management/board and corrective measures should be taken.   

 

At minimum, credit policies should include: 

 

a. general areas of credit in which the institution is prepared to engage or 

is restricted from engaging such as type of credit facilities, type of 

collateral security, types of borrowers, geographical areas or economic 

sectors on which the institution may focus on; 

 

b. detailed and formalized credit evaluation/appraisal process, 

administration and documentation; 

 

c. credit approval authority at various hierarchy levels including authority 

for approving exceptions such as credit extension beyond prescribed 

limits; 

 

d. concentration limits on single counterparties and groups of connected 

counterparties, particular industries or economic sectors, geographical 

areas and specific products. Institutions should ensure that their own 

internal exposure limits comply with any prudential limits or restrictions 

set by BSP; 

 

e. authority for approval of allowance for probable losses and rite-offs; 

 

f. credit pricing; 

 

 

g. roles and responsibilities of units/staff involved in origination and 

management of credit; 
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h. guidelines on management of problem loans; and 

 

I. the credit policy should explicitly provide guidance for internal rating 

systems including definition of each risk grade; criteria to be fulfilled 

while assigning a particular grade, as well as the circumstances under 

which deviations from criteria can take place. 

 

In order to be effective, credit policies must be communicated throughout the 

institution, implemented through appropriate procedures, and periodically revised 

to take into account changing internal and external circumstances. 

 

3.3 Credit Procedures  

 

a. Credit Origination 

 

Establishing sound, well-defined credit-granting criteria is essential to 

approving credit in a safe and sound manner.  The criteria should set out 

who is eligible for credit and for how much, what types of credit are 

available, and under what terms and conditions the credits should be 

granted. 

 

Institutions must receive sufficient information to enable a 

comprehensive assessment of the true risk profile of the borrower or 

counterparty.  At minimum, the factors to be considered and 

documented in approving credits must include: 

 

(1) the purpose of the credit and source of repayment; 

 

(2) the integrity and reputation of the borrower or counterparty; 

 

(3) the current risk profile (including the nature and aggregate 

amounts of risks) of the borrower or counterparty and its 

sensitivity to economic and market developments; 
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(4) the borrower’s repayment history and current capacity to repay, 

based on historical financial trends and cash flow projections; 

 

(5) a forward-looking analysis of the capacity to repay based on 

various scenarios; 

 

(6) the legal capacity of the borrower or counterparty to assume the 

liability; 

 

(7) for commercial credits, the borrower’s business expertise and the 

status of the borrower’s economic sector and its position within 

that sector; 

 

(8) the proposed terms and conditions of the credit, including 

covenants designed to limit changes in the future risk profile of 

the borrower; and 

 

(9) where applicable, the adequacy and enforceability of collateral or 

guarantees. 

 

Once credit-granting criteria have been established, it is essential for the 

institution to ensure that the information it receives is sufficient to make 

proper credit-granting decisions.  

 

This information may also serve as the basis for rating the credit under 

the institution's internal rating system. 

 

Institutions need to understand to whom they are granting credit.  

Therefore, prior to entering into any new credit relationship, institutions 

must become familiar with the borrower or counterparty and be 

confident that they are dealing with an individual or organization of 

sound repute and creditworthiness.  
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In particular, strict policies must be in place to avoid association with 

individuals involved in fraudulent activities and other crimes. This can be 

achieved through a number of ways, including asking for references from 

known parties, accessing credit reference bureau, and becoming familiar 

with individuals responsible for managing a company and checking their 

personal references and financial condition. However, institutions should 

not grant credit simply because the borrower or counterparty is familiar 

to them or is perceived to be highly reputable. 

 

Institutions should have procedures to identify situations where, in 

considering credits, it is appropriate to classify a group of borrowers as 

connected counterparties and, thus, as a single borrower.  This would 

include aggregating exposures to groups of accounts, corporate or non-

corporate, under common ownership or control or with strong 

connecting links (for example, common management, family ties). 

 

In loan syndications, participants should perform their own independent 

credit risk analysis and review of syndicate terms prior to committing to 

the syndication.  Each institution should analyze the risk and return on 

syndicated loans in the same manner as other loans. 

 

Institutions should assess the risk/return relationship in any credit as 

well as the overall profitability of the account relationship.  Credits 

should be priced in such a way as to cover all of the embedded costs 

and compensate the institution for the risks incurred.  In evaluating 

whether, and on what terms, to grant credit, institutions need to assess 

the risks against expected return, factoring in, to the greatest extent 

possible, price and non-price (e.g. collateral, restrictive covenants, etc.) 

terms. 

 

In evaluating risk, institutions should also assess likely downside 

scenarios and their possible impact on borrowers or counterparties.  A 

common problem among institutions is the tendency not to price a credit 
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or overall relationship properly and therefore not receive adequate 

compensation for the risks incurred. 

 

In considering potential credits, institutions must recognize the necessity 

of establishing provisions for expected losses and holding adequate 

capital to absorb risks and unexpected losses.  Institutions should factor 

these considerations into credit-granting decisions, as well as into the 

overall portfolio monitoring process. 

 

Institutions can utilize credit risk mitigants such as collateral, guarantees, 

and credit derivatives or on balance sheet netting to help mitigate risks 

inherent in individual credits.  However, credit transactions should be 

entered into primarily on the strength of the borrower’s repayment 

capacity.   

 

Credit risk mitigants should not be a substitute for a comprehensive 

assessment of the borrower or counterparty, nor can it compensate for 

insufficient information.  It should be recognized that any credit 

enforcement actions (e.g. foreclosure proceedings) typically eliminate the 

profit margin on the transaction. 

 

In addition, institutions need to be mindful that the value of collateral 

may well be impaired by the same factors that have led to the 

diminished recoverability of the credit. 

 

Institutions should have policies covering the acceptability of various 

forms of collateral, procedures for the ongoing valuation of such 

collateral, and a process to ensure that collateral is, and continues to be, 

enforceable and realizable.   

 

With regard to guarantees, institutions should evaluate the level of 

coverage being provided in relation to the credit-quality and legal 

capacity of the guarantor. Institutions should only factor explicit 
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guarantees into the credit decision and not those that might be 

considered implicit such as anticipated support from the government. 

 

b. New Credits and Extension of Existing Credits  

 

In order to maintain a sound credit portfolio, institutions must have an 

established formal evaluation and approval process for the granting of 

credits. 

 

Approvals should be made in accordance with the institution’s written 

guidelines and granted by the appropriate level of management.  There 

should be a clear audit trail documenting that the approval process was 

complied with and identifying the individual(s) and/or committee(s) 

providing input as well as making the credit decision. 

Each credit proposal should be subject to careful analysis by a credit 

analyst with expertise commensurate with the size and complexity of the 

transaction.   

 

An effective evaluation process establishes minimum requirements for 

the information on which the analysis is to be based. There should be 

policies in place regarding the information and documentation needed to 

approve new credits, renew existing credits and/or change the terms and 

conditions of previously approved credits.  The information received will 

be the basis for any internal evaluation or rating assigned to the credit 

and its accuracy and adequacy is critical to management making 

appropriate judgments about the acceptability of the credit. 

 

An institution’s credit-granting approval process should establish 

accountability for decisions taken and designate who has the authority to 

approve credits or changes in credit terms. 

 

A potential area of abuse arises from granting credit to connected and 

related parties, whether companies or individuals.  Consequently, it is 
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important that institutions grant credit to such parties on an arm’s-length 

basis and that the amount of credit granted is monitored. Such controls 

should be implemented by requiring that the terms and conditions of 

such credits not be more favourable than credit granted to non-related 

borrowers under similar circumstances and by imposing strict limits on 

such credits. 

 

Transactions with related parties should be subject to the approval of the 

board of directors.  Any board member who stands to benefit from that 

transaction should not be part of the approval process. 

 

3.4 Credit Limit Setting  

 

 An important element of credit risk management is to establish exposure limits 

for individual borrowers and counterparties and group of connected 

counterparties that aggregate in a comparable and meaningful manner different 

types of exposures, both in the banking and trading book as well as on and off 

balance sheet.  

 

 Institutions are expected to develop its own limit structure while remaining 

within the exposure limits set by the Bangko Sentral ng Pilipinas (BSP).   

 

The size of the limits should be based on the credit strength of the counterparty, 

genuine requirement of credit, economic conditions and the institution's risk 

tolerance.  Limits should also be set for respective products, activities, specific 

industry, economic sectors and/or geographic regions to avoid concentration risk.   

 

Credit limits should be reviewed regularly at least annually or more frequently if 

counterparty’s credit quality deteriorates.  All requests of increase in credit limits 

should be substantiated. 
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Section 4 RISK MEASUREMENT, MONITORING AND  

MANAGEMENT INFORMATION SYSTEMS  

 

4.1 Measurement and Monitoring 

 

 Institutions should have methodologies that enable it to quantify the risk 

involved in exposures to individual borrowers or counterparties.  Institutions 

should also be able to analyze credit risk at the product and portfolio level in 

order to identify any particular sensitivities or concentrations.  The measurement 

of credit risk should take account of the following: 

 

a. the specific nature of the credit (loan, derivative, etc.) and its contractual 

and financial conditions (maturity, interest rate, etc); 

 

b. the exposure profile until maturity in relation to potential market 

movements;  

 

c. the existence of collateral or guarantees; and, 

 

d. the potential for default based on the internal risk rating. 

 

The analysis of credit risk data should be undertaken at an appropriate frequency 

with the results reviewed against relevant limits.  Institutions should use 

measurement techniques that are appropriate to the complexity and level of the 

risks involved in their activities, based on robust data, and subject to periodic 

validation. 

 

 Institution's management should conduct periodic stress tests of its major credit 

risk concentrations and review the results of those tests to identify and respond 

to potential changes in market conditions that could adversely impact their 

performance. 

 

 



CREDIT RISK MANAGEMENT 

Guidelines 

 

 

 

 

 

 
 

Part V  Updated as of 30 MAY 2013  

REDIT RISK MANAGEMENT POLICIES 
Page 14 of 21 

 

4.2 Credit Administration 

 

 Credit administration is a critical element in maintaining the safety and 

soundness of an institution.   

 

 Once a credit is granted, it is the responsibility of the business function, often in 

conjunction with a credit administration support team, to ensure that the credit is 

properly maintained.  This includes keeping the credit file up to date, obtaining 

current financial information, sending out renewal notices and preparing various 

documents such as loan agreements. In developing its credit administration 

areas, institutions should ensure: 

 

a. the efficiency and effectiveness of credit administration operations, 

including monitoring, documentation, contractual requirements, legal 

covenants, collateral, etc; 

 

b. the accuracy and timeliness of information provided to management 

information systems; 

c. the adequacy of controls over all back office procedures; and, 

 

d. compliance with prescribed policies and procedures as well as applicable 

laws and regulations. 

 

 For the various components of credit administration to function appropriately, 

senior management must understand and demonstrate that it recognizes the 

importance of this element of monitoring and controlling credit risk. 

 

 The credit files should include all of the information necessary to ascertain the 

current financial condition of the borrower or counterparty as well as sufficient 

information to track the decisions made and the history of the credit. 

 

 Institutions need to develop and implement comprehensive procedures and 

information systems to monitor the condition of individual credits and single 
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obligors across the institution's various portfolios.  These procedures need to 

define criteria for identifying and reporting potential problem credits and other 

transactions to ensure that they are subject to more frequent monitoring as well 

as possible corrective action, classification and/or provisioning.  

 

An effective credit monitoring system will include measures to: 

 

a. ensure that the institution understands the current financial condition of 

the borrower or counterparty; 

 

b. ensure that all credits are in compliance with existing covenants; 

 

c. follow up of customer’s utilization of the approved credit lines; 

 

d. ensure that projected cash flows on major credits meet debt servicing 

requirements; 

 

e. ensure that, where applicable, collateral provides adequate coverage 

relative to the obligor’s current condition; and 

 

f. identify and classify potential problem credits on a timely basis. 

 

 Institutions need to enunciate a system that enables it to monitor quality of the 

credit portfolio on day-to-day basis and take remedial measures as and when any 

deterioration occurs.  Such a system would enable CSBI to ascertain whether 

loans are being serviced as per facility terms, the adequacy of provisions, the 

overall risk profile is within limits established by management and compliance of 

regulatory limits.   

 

 Establishing an efficient and effective credit monitoring system would help senior 

management to monitor the overall quality of the total credit portfolio and its 

trends. Consequently, the management could fine tune or reassess its credit 

strategy/policy accordingly before encountering any major setback. Institution's 
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credit policy should explicitly provide procedural guideline relating to credit risk 

monitoring.  

 

 At the minimum, such policy should lay down procedures relating to: 

 

a. the roles and responsibilities of individuals responsible for credit risk 

monitoring; 

 

b. the assessment procedures and analysis techniques (for   individual 

loans & overall portfolio); 

 

c. the frequency of monitoring; 

 

d. the periodic examination of collaterals and covenants; 

 

e. the frequency of site visits; and, 

 

f. the identification of any deterioration in any loan. 

 

4.3 Internal Risk Rating and Provisioning  

 

 An important tool in monitoring the quality of individual credits, as well as the 

total portfolio, is the use of an internal risk rating system.  

 

 A well-structured internal risk rating system is a good means of differentiating 

the degree of credit risk in the different credit exposures of an institution.  This 

will allow more accurate determination of the overall characteristics of the credit 

portfolio, concentrations, problem credits, and the adequacy of loan loss 

reserves. 

 

 In determining loan loss reserves, institutions should ensure that BSP 

classifications criteria are the minimum. 
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 Typically, an internal risk rating system categorizes credits into various classes 

designed to take into account the gradations in risk. Simpler systems might be 

based on several categories ranging from satisfactory to unsatisfactory; however, 

more meaningful systems will have numerous gradations for credits considered 

satisfactory in order to truly differentiate the relative credit risk they pose.   

 

In developing their systems, institutions must decide whether to rate the riskiness 

of the borrower or counterparty, the risks associated with a specific transaction, 

or both. 

 

 Internal risk ratings are an important tool in monitoring and controlling credit 

risk.  In order to facilitate early identification, the institution’s internal risk rating 

system should be responsive to indicators of potential or actual deterioration in 

credit risk e.g. financial position and business condition of the borrower, conduct 

of the borrower’s accounts, adherence to loan covenants, value of collateral, etc.  

 

Credits with deteriorating ratings should be subject to additional oversight and 

monitoring, for example, through more frequent visits from credit officers and 

inclusion on a watch list that is regularly reviewed by senior management.   

 

 The internal risk ratings can be used by line management in different 

departments to track the current characteristics of the credit portfolio and help 

determine necessary changes to the credit strategy of the institution. 

 

 Consequently, it is important that the board of directors and senior management 

also receive periodic reports on the condition of the credit portfolios based on 

such ratings. 

 

 The ratings assigned to individual borrowers or counterparties at the time the 

credit is granted must be reviewed on a periodic basis and individual credits 

should be assigned a new rating when conditions either improve or deteriorate.  

Because of the importance of ensuring that internal ratings are consistent and 

accurately reflect the quality of individual credits, responsibility for setting or 
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confirming such ratings should rest with a credit review function independent of 

that which originated the credit concerned. It is also important that the 

consistency and accuracy of ratings is examined periodically by a function such 

as an independent credit review group. 

 

4.4 Managing Problem Credits  

 

 An institution should establish a system that helps identify problem loan ahead of 

time when there may be more options available for remedial measures.   

 

 Once the loan is identified as problem, it should be managed under a dedicated 

remedial process.  Responsibility for such credits may be assigned to the 

originating business function, a specialized workout section, or a combination of 

the two, depending upon the size and nature of the credit and the reason for its 

problems.  When an institution has significant credit-related problems, it is 

important to segregate the workout function from the credit origination function.  

The additional resources, expertise and more concentrated focus of a specialized 

workout section normally improve collection results. 

 

 A problem loan management process encompasses the following basic elements: 

 

a. Negotiation and follow-up 

 

 Proactive effort should be taken in dealing with obligors to implement 

remedial plans, by maintaining frequent contact and internal records of 

follow-up actions.  Often rigorous efforts made at an early stage prevent 

institutions from litigations and loan losses.  

 

b. Workout remedial strategies 

 

 Sometimes, appropriate remedial strategies such as restructuring of loan 

facility, enhancement in credit limits or reduction in interest rates help 

improve obligor’s repayment capacity.  



CREDIT RISK MANAGEMENT 

Guidelines 

 

 

 

 

 

 
 

Part V  Updated as of 30 MAY 2013  

REDIT RISK MANAGEMENT POLICIES 
Page 19 of 21 

 

However, it depends upon business condition, the nature of problems 

being faced and most importantly obligor’s commitment and willingness 

to repay the loan.   

  

While such remedial strategies often bring up positive results, institutions 

need to exercise great caution in adopting such measures and ensure 

that such a policy must not encourage obligors to default intentionally.  

The institution’s interest should be the primary consideration in case of 

such workout plans. It is important that competent authority approves 

such workout plans before their implementation. 

 

c. Review of collateral and security documents 

 

 Institutions have to ascertain the loan recoverable amount by updating 

the values of available collateral with formal valuation. Security 

documents should also be reviewed to ensure the completeness and 

enforceability of contracts and collaterals/guarantees. 

 

d. Status Report and Review 

 

 Problem credits should be subject to more frequent review and 

monitoring.  The review should update the status and development of 

the loan accounts and progress of the remedial plans.  Progress made on 

problem loans should be reported to the senior management. 

 

4.5 Management Information System  

 

 The effectiveness of an institution’s credit risk measurement process is highly 

dependent on the quality of management information systems.  The information 

generated from such systems enables the board and all levels of management to 

fulfill their respective oversight roles, including determining the adequate level of 

capital that the institution should be holding. Therefore, the quality, detail and 

timeliness of information are critical. 
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 In particular, information on the composition and quality of the various portfolios, 

including on a consolidated basis, should permit management to assess quickly 

and accurately the level of credit risk that the institution has incurred through its 

various activities and determine whether the institution’s performance is meeting 

the credit risk strategy. 

 

 It is also important that institutions have a management information system in 

place to ensure that exposures approaching risk limits are brought to the 

attention of senior management.  All exposures should be included in a risk limit 

measurement system. The institution’s information system should be able to 

aggregate credit exposures to individual borrowers and counterparties and report 

on exceptions to credit risk limits on a meaningful and timely basis. 

 

 Institutions should have information systems in place that enable management 

to identify any concentrations of risk within the credit portfolio. The adequacy of 

scope of information should be reviewed on a periodic basis by business line 

managers, senior management and the board of directors to ensure that it is 

sufficient to the complexity of the business. 

 

 

Section 5 INTERNAL CONTROLS / RISK REVIEWS 

 

Institutions must establish a mechanism of independent, ongoing assessment of credit 

risk management process.  The purpose of such review is to assess the credit 

administration process, the accuracy of credit rating including adequacy of provisions for 

losses, and overall quality of credit portfolio.  All facilities should be subjected to risk 

review at least quarterly.   

 

The results of such review should be properly documented and reported directly to the 

Board of Directors, or Senior Management, as applicable. 

 

Institutions should conduct credit review with updated information on the obligor’s 

financial and business conditions, as well as conduct of account.  Exceptions noted in the 
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credit monitoring process should also be evaluated for impact on the obligor’s 

creditworthiness.  Credit review should also be conducted on a consolidated group basis 

to factor in the business connections among entities in a borrowing group. 

 

As stated earlier, credit review should be performed on quarterly basis, however more 

frequent review should be conducted for new accounts where institutions may not be 

familiar with the obligor, and for classified or adverse rated accounts that have higher 

probability of default. 
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Section 1 INTRODUCTION  
 

 

 Liquidity risk is the potential for loss to an institution arising from either its inability to 

meet its obligations as they fall due or to fund increases in assets without incurring 

unacceptable cost or losses. 

 

 Liquidity risk is considered a major risk for institutions.  It arises when the cushion 

provided by the liquid assets are not sufficient enough to meet maturing obligations.  In 

such a situation institutions often meet their liquidity requirements from the market.  

However conditions of funding through the market depend upon liquidity in the market 

and borrowing institution’s creditworthiness.   

 

 Accordingly, an institution short of liquidity may have to undertake transactions at heavy 

cost resulting in a loss of earnings or in worst case scenario, the liquidity risk could result 

in bankruptcy of the institution if it is unable to undertake transactions even at current 

market prices. 

 

 Institutions with large off-balance sheet exposures or institutions, which rely heavily on 

large corporate deposits, have relatively high level of liquidity risk.  Further, institutions 

experiencing a rapid growth in assets should have major concerns for liquidity. 

 

 Liquidity risk should not be seen in isolation, because financial risks are not mutually 

exclusive and liquidity risk is often triggered by consequences of other financial risks such 

as credit risk, interest rate risk, foreign exchange risk, etc.  For instance, an institution 

increasing its credit risk through asset concentration may be increasing its liquidity risk as 

well.  Similarly a large loan default or changes in interest rate can adversely impact an 

institution’s liquidity position. 

 

 Further, if management misjudges the impact on liquidity of entering into a new business 

or product line, the institution’s strategic risk would increase. 

 

 An incipient liquidity problem may initially reveal in the institution's financial monitoring 

system as a downward trend with potential long-term consequences for earnings or 
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capital.  Given below are some early warning indicators that may not necessarily always 

lead to liquidity problem for an institution; however, these have potential to ignite such a 

problem.  Consequently, management needs to watch carefully such indicators and 

exercise further scrutiny/analysis wherever it deems appropriate. 

 

 Examples of such internal indicators are: 

 

1. A negative trend or significantly increased risk in any area or product line; 

2. Concentrations in either assets or liabilities; 

3. Deterioration in quality of credit portfolio; 

4. A decline in earnings performance or projections; 

5. Rapid asset growth funded by volatile large deposit; 

6. A large size of off-balance sheet exposure; and 

7. Deteriorating third party evaluation about the institution. 

 

 Liquidity risk management involves not only analyzing institutions on and off-balance 

sheet positions to forecast future cash flows, but also how the funding requirement 

would be met.  The latter involves identifying the funding market the institution has 

access to, understanding the nature of those markets, evaluating institutions current and 

future use of the market and monitor signs of confidence erosion. 

 

 The formality and sophistication of risk management processes established to manage 

liquidity risk should reflect the nature, size and complexity of an institution’s activities.   

 

Sound liquidity risk management employed in measuring, monitoring and controlling 

liquidity risk is critical to the viability of any institution.   

 

Institutions should have a thorough understanding of the factors that could give rise to 

liquidity risk and put in place mitigating controls. 

 

 
 

 
 

 



LIQUIDITY RISK MANAGEMENT 

Guidelines 

 

 

 

 

 

 
 

Part VI  Updated as of 30 MAY 2013  

REDIT RISK MANAGEMENT POLICIES 
Page 3 of 18 

 

Section 2 BOARD AND SENIOR MANAGEMENT OVERSIGHT 

 

  2.1 Board Oversight 

 

 The prerequisites of an effective liquidity risk management include an informed 

board, capable management, staff having relevant expertise and efficient 

systems and procedures.  It is primarily the duty of board of directors to 

understand the liquidity risk profile of the institution and the tools used to 

manage liquidity risk.  The board has to ensure that the institution has necessary 

liquidity risk management framework and the institution is capable of dealing 

with uneven liquidity scenarios.   

 

The board should approve the strategy and significant policies related to the 

management of liquidity.  

 

 Generally speaking responsibilities of the board include: 

 

a. providing guidance on the level of tolerance for liquidity risk; 

 

b. appointing senior managers who have ability to manage liquidity risk and 

delegate to them the required authority to accomplish the job; 

 

c. continuously monitoring the institution's performance and overall liquidity 

risk profile through reviewing various reports; and, 

 

d. ensuring that senior management takes the steps necessary to identify, 

measure, monitor and control liquidity risk. 

 

  2.2 Senior Management Oversight 

 

 Senior management is responsible for the implementation of sound policies and 

procedures keeping in view the strategic direction and risk appetite specified by 

the board.   
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 To effectively oversee the daily and long-term management of liquidity risk, 

senior managers should: 

 

a. develop and implement procedures and practices that translate the 

board's goals, objectives, and risk tolerances into operating standards 

that are well understood by institution personnel and consistent with the 

board's intent; 

 

b. adhere to the lines of authority and responsibility that the board has 

approved for managing liquidity risk; 

 

c. oversee the implementation and maintenance of management 

information and other systems that identify, measure, monitor, and 

control the institution's liquidity risk; and, 

 

d. establish effective internal controls over the liquidity risk management 

process and ensure that the same is communicated to all staff. 

 

  2.3 Liquidity Management Structure  

 

 The responsibility for managing the overall liquidity of the institution should be 

delegated to a specific, identified group within the institution.  This may be in the 

form of an Asset Liability Committee (ALCO) comprised of senior management or 

the treasury function. 

 

 Since liquidity management is a technical job requiring specialized knowledge and 

expertise, it is important that responsible officers not only have relevant expertise 

but also have a good understanding of the nature and level of liquidity risk 

assumed by the institution and the means to manage that risk.  It is critical that 

there be close links between those individuals responsible for liquidity and those 

monitoring market conditions, as well as other individuals with access to critical 

information.  This is particularly important in developing and analyzing stress 

scenarios. 
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Section 3 STRATEGY, POLICIES, PROCEDURES AND LIMITS 

 

  3.1 Liquidity Risk Strategy 

 

 Each institution should have an agreed liquidity strategy for the day-to-day 

management of liquidity.  The strategy should set out the general approach the 

institution will have to liquidity, including various quantitative and qualitative 

targets.  This strategy should address the institution’s goal of protecting financial 

strength and the ability to withstand stressful events in the market place. 

 

 The liquidity risk strategy defined by board should enunciate specific policies on 

particular aspects of liquidity risk management, such as: 

 

a. Composition of Assets and Liabilities  

 

 The strategy should outline the mix of assets and liabilities to maintain 

liquidity.  Liquidity risk management and asset/liability management 

should be integrated to avoid high costs associated with having to rapidly 

reconfigure the asset liability profile from maximum profitability to 

increased liquidity. 

 

b. Diversification and Stability of Liabilities  

 

 A funding concentration exists when a single decision or a single factor 

has the potential to result in a significant and sudden withdrawal of 

funds.  Since such a situation could lead to an increased risk, the board 

of directors and senior management should specify guidance relating to 

funding sources and ensure that the institution has diversified sources of 

funding day-to-day liquidity requirements.  An institution would be more 

resilient to tight market liquidity conditions if its liabilities were derived 

from more stable sources.   
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 To comprehensively analyze the stability of liabilities/funding sources the 

institution need to identify:  

 

(1) liabilities that would stay with the institution under any 

circumstances; 

 

(2) liabilities that run-off gradually if problems arise; and 

 

(3) liabilities that run-off immediately at the first sign of problems. 

 

c. Managing Liquidity in Different Currencies 

 

 The institution should have a strategy on how to manage liquidity in 

different currencies. 

 

d. Dealing with Liquidity Disruptions 

 

 The institution should put in place a strategy on how to deal with the 

potential for both temporary and long-term liquidity disruptions.   

 

The strategy should take into account the fact that in crisis situations 

access to interbank market could be difficult as well as costly. 

 

 The liquidity strategy must be documented in a liquidity policy, and 

communicated throughout the institution.   

 

The strategy should be evaluated periodically to ensure that it remains valid. 

 

  3.2 Liquidity Risk Policies  

 

 Board of directors should ensure that there are adequate policies to govern 

liquidity risk management process.   
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While specific details vary across institutions according to the nature of their 

business, the key elements of any liquidity policy include: 

 

a. general liquidity strategy (short- and long-term), specific goals and 

objectives in relation to liquidity risk management, process for strategy 

formulation and the level within the institution it is approved; 

 

b. roles and responsibilities of individuals performing liquidity risk 

management functions, including structural balance sheet management, 

pricing, marketing, contingency planning, management reporting, lines of 

authority and responsibility for liquidity decisions; 

 

c. liquidity risk management tools for identifying, measuring, monitoring 

and controlling liquidity risk (including the types of liquidity limits and 

ratios in place and rationale for establishing limits and ratios); and 

 

d. contingency plan for handling liquidity crises. 

 

 To be effective, the liquidity policy must be communicated down the line 

throughout the institution.  It is important that the board and senior 

management ensure that policies are reviewed at least annually and when there 

are any material changes in the institution’s current and prospective liquidity risk 

profile.  Such changes could stem from internal circumstances (e.g. changes in 

business focus) or external circumstances (e.g. changes in economic conditions).  

 

 Reviews provide the opportunity to fine-tune the institution’s liquidity policies in 

light of the institution’s liquidity management experience and development of its 

business.  Any significant or frequent exception to the policy is an important 

barometer to gauge its effectiveness and any potential impact on institution’s 

liquidity risk profile. 
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  3.3 Procedures and Limits 

 

 Institutions should establish appropriate procedures, processes and limits to 

implement their liquidity policies.   

 

The procedural manual should explicitly narrate the necessary operational steps 

and processes to execute the relevant liquidity risk controls. The manual should 

be periodically reviewed and updated to take into account new activities, changes 

in risk management approaches and systems. 

 

 

Section 4 RISK MEASUREMENT, MONITORING AND 
  MANAGEMENT INFORMATION SYSTEMS 

 

 Besides the institutional structure discussed earlier, an effective liquidity risk management 

include systems to identify, measure, monitor and control its liquidity exposures.   

 

 Management should be able to accurately identify and quantify the primary sources of an 

institution's liquidity risk in a timely manner.  To properly  identify the sources, 

management should understand both existing as well as future risk that the institution 

can be exposed to.  Management should always be alert for new sources of liquidity risk 

at both the transaction and portfolio levels. 

 

Key elements of an effective risk management process include an efficient MIS to 

measure, monitor and control existing as well as future liquidity risks and reporting them 

to senior management and the board of directors. 

 

 As far as information system is concerned various units related to treasury activities and 

risk management function should be integrated.   

 

Furthermore, management should ensure proper and timely flow of information among 

front office, back office and middle office in an integrated manner; however, their 

reporting lines should be kept separate to ensure independence of these functions. 
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 Periodic reviews should be conducted to determine whether the institution complies with 

its liquidity risk policies and procedures. Positions that exceed established limits should 

receive prompt attention of appropriate management and should be resolved according 

to the process described in approved policies. Periodic reviews of the liquidity 

management process should also address any significant changes in the nature of 

instruments acquired, limits, and internal controls that have occurred since the last 

review. 

 

4.1 Measurement and Monitoring of Liquidity Risk 

 

 An effective measurement and monitoring process is essential for adequately managing 

liquidity risk.  At a very basic level, liquidity measurement involves assessing all of an 

institution’s cash inflows against its outflows to identify the potential for any net shortfalls 

going forward.  This includes funding requirements for off-balance sheet commitments.   

 

 A number of techniques can be used for measuring liquidity risk, ranging from simple 

calculations and static simulations based on current holdings to highly sophisticated 

modeling techniques. As all institutions are affected by changes in the economic climate 

and market conditions, the monitoring of economic and market trends is key to liquidity 

risk management. 

 

 An important aspect of managing liquidity is making assumptions about future funding 

needs.  While certain cash inflows and outflows can be easily calculated or predicted, 

institutions must also make assumptions about future liquidity needs, both in the very 

short-term and for longer time periods. 

 

 One important factor to consider is the critical role an institution’s reputation plays in its 

ability to access funds readily and at reasonable terms.  

 

For that reason, institution staff responsible for managing overall liquidity should be 

aware of any information (such as an announcement of a decline in earnings or a 

downgrading by a rating agency) that could have an impact on market and public 

perceptions about the soundness of the institution. 
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 An effective liquidity risk measurement and monitoring system not only helps in 

managing liquidity in times of crisis but also optimize return through efficient utilization of 

available funds.  Discussed below are some commonly used liquidity measurement and 

monitoring techniques: 

 

 a. Contingency Funding Plans (CFP) 

 

 In order to develop comprehensive liquidity risk management framework, 

institutions should have in place plans to address stress scenarios.  Such a plan 

commonly known as CFP is a set of policies and procedures that serves as a blue 

print for an institution to meet its funding needs in a timely manner and at a 

reasonable cost.   

 

 A CFP is a projection of future cash flows and funding sources of an institution 

under market scenarios including aggressive asset growth or rapid liability 

erosion.  To be effective it is important that a CFP should represent 

management’s best estimate of balance sheet changes that may result from a 

liquidity or credit event. A CFP can provide a useful framework for managing 

liquidity risk both short term and in the long term.  Further, it helps to ensure 

that a financial institution can prudently and efficiently manage routine and 

extraordinary fluctuations in liquidity. The scope of the CFP is discussed in more 

detail below.  For day-to-day liquidity risk management integration, liquidity 

scenarios will ensure that the institution is best prepared to respond to an 

unexpected problem.  In this sense, a CFP is an extension of ongoing liquidity 

management and formalizes the objectives of liquidity management by ensuring:  

 

(1) a reasonable amount of liquid assets are maintained; 

 

(2) measurement and projection of funding requirements during various 

scenarios; and 

(3) management of access to funding sources. 
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 It is not always that liquidity crisis shows up gradually. In case of a sudden 

liquidity stress, it is important for an institution to be seen organized, candid, and 

efficient to meet its obligations to the stakeholders.  Since such a situation 

requires a spontaneous action, institutions that already have plans to deal with 

such situation could address the liquidity problem more efficiently and effectively.   

 

 A CFP can help ensure that institution management and key staff are ready to 

respond to such situations.  Institution liquidity is very sensitive to negative 

trends in credit, capital, or reputation.  Deterioration in the institution’s financial 

condition (reflected in items such as asset quality indicators, earnings, or capital), 

management composition, or other relevant issues may result in reduced access 

to funding.  

 

The sophistication of a CFP depends upon the size, nature, complexity of 

business, risk exposure, and institutional structure. To begin, the CFP should 

anticipate all of the institution's funding and liquidity needs by: 

 

(1) Analyzing and making quantitative projections of all significant on and off 

balance sheet funds flows and their related effects; 

 

(2) Matching potential cash flow sources and uses of funds; and 

 

(3) Establishing indicators that alert management to a  predetermined level 

of potential risks. 

 

 The CFP should project the institution's funding position during both temporary 

and long-term liquidity changes, including those caused by liability erosion.  The 

CFP should explicitly identify, quantify, and rank all sources of funding by 

preference, such as: 

 

(1) Reducing assets; 

 

(2) Modification or increasing liability structure; and 
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(3) Using other alternatives for controlling balance sheet changes. 

 

 The CFP should include asset side as well as liability side strategies to deal with 

liquidity crises.  The asset side strategy may include: whether to liquidate surplus 

money market assets, when to sell liquid or longer-term assets etc.  While liability 

side strategies specify policies such as pricing policy for funding, the 

institution/dealer who could assist at the time of liquidity crisis, policy for early 

redemption request by retail customers, etc.   

 

 A CFP should also indicate roles and responsibilities of various individuals at the 

time of liquidity crises and the management information system between 

management, ALCO, traders, and others. 

 

 This outline of the scope of a good CFP is by no means exhaustive. Institutions 

should devote significant time and consideration to scenarios that are most likely 

given their activities. 

 

 b. Maturity Ladder  

 

 A maturity ladder is a useful device to compare cash inflows and outflows both 

on a day-to-day basis and over a series of specified time periods.   

 

 The number of time frames in such maturity ladder is of significant importance 

and up to some extent depends upon the nature of institution’s liabilities or 

sources of funds. Institutions, which rely on short term funding, will concentrate 

primarily on managing liquidity on very short term.  Whereas, other institutions 

might actively manage their net funding requirement over a slightly longer 

period.  In the short term, institution’s flow of funds could be estimated more 

accurately and also such estimates are of more importance as these provide an 

indication of actions to be taken immediately. 

 

 Further, such an analysis for distant periods will maximize the opportunity for the 

institution to manage the gap well in advance before it crystallizes.  
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Consequently, institutions should use short time frames to measure near term 

exposures and longer time frames thereafter. It is suggested that institutions 

calculate daily gap for next one or two weeks, monthly gap for next six months 

or a year and quarterly thereafter.  

 

 While making an estimate of cash flows, the following aspects need attention: 

 

(1) the funding requirement arising out of off- balance sheet commitments 

also need to be accounted for; 

 

(2) many cash flows associated with various products are influenced by 

interest rates or customer behavior.  Institutions need to take into 

account behavioral aspects instead of contractual maturity.  In this 

respect past experiences could give important guidance to make any 

assumption; 

 

(3) some cash flows may be seasonal or cyclical; and 

 

(4) management should also consider increases or decreases in liquidity that 

typically occur during various phases of an economic cycle. 

 

 While the institutions should have liquidity sufficient enough to meet fluctuations 

in loans and deposits, as a safety measure institutions should maintain a margin 

of excess liquidity.  To ensure that this level of liquidity is maintained, 

management should estimate liquidity needs in a variety of scenarios. 

 

 c. Liquidity Ratios and Limits 

 

 Institutions may use a variety of ratios to quantify liquidity.  These ratios can also 

be used to create limits for liquidity management. However, such ratios would be 

meaningless unless used regularly and interpreted taking into account qualitative 

factors.   
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Ratios should always be used in conjunction with more qualitative information 

about borrowing capacity, such as the likelihood of increased requests for early 

withdrawals, decreases in credit lines, decreases in transaction size, or shortening 

of term funds available to the institution.  To the extent that any asset-liability 

management decisions are based on financial ratios, an institution's asset-liability 

managers should understand how a ratio is constructed, the range of alternative 

information that can be placed in the numerator or denominator, and the scope 

of conclusions that can be drawn from ratios.  

 

 Because ratio components as calculated by institutions are sometimes 

inconsistent, ratio-based comparisons of institutions or even comparisons of 

periods at a single institution can be misleading. 

 

 Examples of ratios and limits that can be used are: 

 

(1) Liability Concentration Ratios and Limits:  Liability concentration ratios 

and limits help to prevent an institution from relying on too few providers 

or funding sources. Limits are usually expressed as a percentage of 

deposits or liabilities; and 

 

(2)  Other Balance Sheet Ratios: Total loans/total deposits, liquid 

assets/demand liabilities, borrowed funds/total assets, etc are examples 

of common ratios used by institutions to monitor current and potential 

funding levels. 

 

 In addition to the statutory limits of liquid assets requirement and cash reserve 

requirement, the board and senior management should establish limits on the 

nature and amount of liquidity risk they are willing to assume.  The limits should 

be periodically reviewed and adjusted when conditions or risk tolerances change. 

When limiting risk exposure, senior management should consider the nature of 

the institution's strategies and activities, its past performance, the level of 

earnings, capital available to absorb potential losses, and the board's tolerance 

for risk. 
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 Balance sheet complexity will determine how much and what types of limits an 

institution should establish over daily and long-term horizons. While limits will not 

prevent a liquidity crisis, limit exceptions can be early indicators of excessive risk 

or inadequate liquidity risk management. 

 

4.2 Foreign Currency Liquidity Management 

 

 Each institution should have a measurement, monitoring and control system for its 

liquidity positions in the major currencies in which it is active.  In addition to assessing its 

aggregate foreign currency liquidity needs and the acceptable mismatch in combination 

with its domestic currency commitments, an institution should also undertake separate 

analysis of its strategy for each currency individually. 

 

4.3 Managing Market Access 

 

 Each institution should periodically review its efforts to establish and maintain 

relationships with liability holders, to maintain the diversification of liabilities, and aim to 

ensure its capacity to sell assets. 

 

4.4 Review of Assumptions Utilized in Managing Liquidity 

 

 Since an institution’s future liquidity position will be affected by factors that cannot 

always be forecast with precision, assumptions need to be reviewed frequently to 

determine their continuing validity, especially given the rapidity of change in the markets. 

 

4.5 Management Information System 

 

 An effective management information system (MIS) is essential for sound liquidity 

management decisions.  

 

Information should be readily available for day-to-day liquidity management and risk 

control, as well as during times of stress. Data should be appropriately consolidated, 

comprehensive yet succinct, focused and available in a timely manner.  Ideally, the 
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regular reports an institution generates will enable it to monitor liquidity during a crisis; 

such reports would have to be prepared more frequently under a crisis situation.  

 

 Managers should keep crisis monitoring in mind when developing liquidity MIS.  There is 

usually a trade-off between accuracy and timeliness.  Liquidity problems can arise very 

quickly, and effective liquidity management may require daily internal reporting.  Since 

institution liquidity is primarily affected by large, aggregate principal cash flows, detailed 

information on every transaction may not improve analysis. 

 

 The management information system should be used to check for compliance with the 

institution’s established policies, procedures and limits and with BSP's prudential 

requirements on liquidity.  Reporting of risk measures should be done on a timely basis 

and compare current liquidity exposures with any set limits. 

 

 The information system should also enable management to evaluate the level of trends in 

the institution’s aggregate liquidity exposure.  Management should develop systems that 

can capture significant information.  The content and format of reports depend on an 

institution's liquidity management practices, risks, and other characteristics.  

 

 Routine reports may include a list of large funds providers, a cash flow or funding gap 

report, a funding maturity schedule, and a limit monitoring and exception report.  Day-to-

day management may require more detailed information, depending on the complexity of 

the institution and the risks it undertakes. Management should regularly consider how 

best to summarize complex or detailed issues for senior management or the board.  

 

Besides, other types of information important for managing day-to-day activities and for 

understanding the institution's inherent liquidity risk profile include: 

 

a. Asset quality and its trends; 

b. Earnings projections; 

c. The institution's general reputation in the market and the condition  

of the market itself; 

d. The type and composition of the overall balance sheet structure; and 
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e. The type of new deposits being obtained, as well as its source,  

maturity, and price. 

 

 
Section 5 INTERNAL CONTROLS / RISK REVIEWS 

 

 Institutions should have adequate internal controls to ensure the integrity of their 

liquidity risk management process.  These internal controls should be an integral part of 

the institution’s overall system of internal control.  

 

They should promote effective and efficient operations, reliable financial and regulatory 

reporting, and compliance with relevant laws, regulations and institutional policies. An 

effective system of internal control for liquidity risk includes: 

 

1. a strong control environment; 

 

2. an adequate process for identifying and evaluating liquidity risk; 

 

3. the establishment of control activities such as policies and procedures; 

 

4. adequate information systems; and, 

 

5. continual review of adherence to established policies and procedures. 

 

 With regard to control policies and procedures, attention should be given to appropriate 

approval processes, limits, reviews and other mechanisms designed to provide a 

reasonable assurance that the institution's liquidity risk management objectives are 

achieved.   

 

 Many attributes of a sound risk management process, including risk measurement, 

monitoring and control functions, are key aspects of an effective system of internal 

control. Institutions should ensure that all aspects of the internal control system are 

effective, including those aspects that are not directly part of the risk management 

process. 
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In addition, an important element of an institution's internal control system over its 

liquidity risk management process is regular evaluation and review.  This includes 

ensuring that personnel are following established policies and procedures, as well as 

ensuring that the procedures that were established actually accomplish the intended 

objectives.  Such reviews and evaluations should also address any significant change that 

may impact on the effectiveness of controls.  

 

 The board should ensure that all such reviews and evaluations are conducted regularly 

by individuals who are independent of the function being reviewed.  

 

 When revisions or enhancements to internal controls are warranted, there should be a 

mechanism in place to ensure that these are implemented in a timely manner. 
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Section 1 INTRODUCTION 

  

 Market risk refers to the risk to an institution resulting from movements in market prices, 

in particular, changes in interest rates, foreign exchange rates, equity and commodity 

prices. 

 

 Market risk is often propagated by other forms of financial risks such as credit and 

market liquidity risks. For example, a downgrading of the credit standing of an issuer 

could lead to a drop in the market value of securities issued by that issuer.  Likewise, a 

major sale of a relatively illiquid security by another holder of the same security could 

depress the price of the security. 

 

 The market risk factors cited above are not exhaustive.  Depending on the instruments 

traded by an institution, exposure to other factors may also arise. The institution’s 

consideration of market risk should capture all risk factors that it is exposed to, and it 

must manage these risks soundly. 

 

 

Section 2 BOARD AND SENIOR MANAGEMENT OVERSIGHT 

 

2.1 Board Oversight 

 

 The board of directors has the ultimate responsibility for understanding the nature and 

the level of market risk taken by the institution.   

 

 The board should approve broad business strategies and policies that govern or influence 

the market risk of the institution.  It should review the overall objectives of the institution 

with respect to market risk and should ensure the provision of clear guidance regarding 

the level of risk acceptable to the institution.  The board should also approve policies that 

identify lines of authority and responsibility for managing market risk exposures. 

 

 The board should ensure that senior management has sufficient knowledge and is fully 

capable of managing market risk including taking the steps necessary to identify, 

measure, monitor, and mitigate/control this risk.  The board or a specific committee of 
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the board should periodically review information that is sufficient in detail and timeliness 

to allow it to understand and assess the performance of senior management in 

monitoring and controlling market risk in compliance with the institution's board-

approved policies.  In addition, the board or one of its committees should periodically re-

evaluate market risk management policies as well as overall business strategies that 

affect the market risk exposure of the institution. 

 

 The board of directors should be informed regularly of the market risk exposure of the 

institution in order to assess the monitoring and controlling of such risk.  Using this 

knowledge and information, directors should provide clear guidance regarding the level of 

exposures acceptable to their institution. 

 

 The board should review market risk policies in order to align them with significant 

changes in internal and external environment. In absence of any uneven circumstances, 

it is expected that board would review these policies at least annually. 

 

2.2 Senior Management Oversight 

 

 Senior management is responsible for developing policies and procedures for 

managing market risk on both a long-term and day-to-day basis.  It should 

maintain clear lines of authority and responsibility for managing and controlling 

this risk. It should implement strategies in a manner that limits risks associated 

with each strategy and that ensures compliance with laws and regulations.  

 

 Management is also responsible for: 

 

a. setting appropriate limits on risk taking; 

 

b. developing standards for valuing positions and measuring performance; 

 

c. comprehensive market risk reporting and management review process; 

 

d. effective internal controls and ethical standards; 
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e. developing and implementing procedures and practices that translate the 

board's goals, objectives, and risk tolerances into operating standards 

that are well understood by institution personnel and consistent with the 

board's intent; 

 

f. adhering to the lines of authority and responsibility that the board has 

established for managing foreign exchange risk; and 

 

g. oversee the implementation and maintenance of management 

information and other systems that identify, measure, monitor, and 

mitigate/control the institution's market risk. 

 

 Market risk reports to senior management should provide aggregate information 

as well as sufficient supporting detail to enable management to assess the 

sensitivity of the institution to changes in market conditions and other important 

risk factors. 

 

 Senior management should also review periodically the institution’s market risk 

management policies and procedures to ensure that they remain appropriate and 

sound. 

 

 

Section 3 STRATEGY, POLICIES, PROCEDURES AND LIMITS 

 

3.1 Market Risk Management Strategy  

 

 Every institution should develop a sound and well informed strategy to manage market 

risk.  The strategy should first determine the level of market risk the institution is 

prepared to assume. Once its market risk tolerance is determined, the institution should 

develop a strategy that balances its business goals with its market risk appetite. 
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 In setting its market risk strategy, an institution should consider the following factors: 

 

a. economic and market conditions and their impact on market risk; 

 

b. whether the institution has the expertise to profit in specific markets and is able 

to identify, monitor and control the market risk in those markets; and 

 

c. the institution’s portfolio mix and how it would be affected if more market risk 

was assumed. 

 

 The institution’s market risk strategy should be periodically reviewed and effectively 

communicated to the relevant staff.  There should be a process to detect deviations from 

the approved market risk strategy and target markets.   

 

 The board of directors and senior management should periodically review the institution’s 

market risk strategy taking into consideration its financial performance and market 

developments. 

 

3.2 Market Risk Management Policies  

 

 An institution should formulate market risk policies which should be approved by the 

Board.  These policies should reflect the strategy of the institution, including its approach 

to controlling and managing market risk.   

 

 The Board should approve any changes and exceptions to these policies. 

 

 Policies should be applied on a consolidated basis and, where appropriate, to specific 

subsidiaries, affiliates or units within an institution.  The policies should clearly: 

 

a. prescribe how market risk is measured and communicated to the Board; 

 

b. spell out the process by which the Board decides on the maximum market risk 

the institution is able to take, as well as the frequency of review of risk limits; 
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c. delineate the lines of authority and the responsibilities of the Board, senior 

management and other personnel responsible for managing market risk; 

 

d. set out the scope of activities of the business units assuming market risk; and 

 

e. identify and set guidelines on market risk limit structure, delegation of approving 

authority for market risk limit setting and limit excesses, capital requirements, 

and investigation and resolution of irregular or disputed transactions. 

 

3.3 Market Risk Management Procedures  

 

 An institution should establish appropriate procedures and processes to implement the 

market risk policy and strategy.   

 

 These should be documented in a manual and the staff responsible for carrying out the 

procedures should be familiar with the content of the manual.   

 The manual should spell out the operational steps and processes for executing the 

relevant market risk controls.  It should also be periodically reviewed and updated to take 

into account new activities, changes in systems and structural changes in the market.   

 

 The procedures should cover all activities that are exposed to market risk. 

 

 

Section 4 RISK MEASUREMENT, MONITORING AND 

  MANAGEMENT INFORMATION SYSTEMS 

 

4.1 Processes and Systems  

 

 An institution should establish a sound and comprehensive risk management 

process.  This should, among other things, comprise: 

 

a. a framework to identify, measure and monitor market risk; 
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b. an appropriately detailed structure of risk limits, guidelines and other 

parameters used to govern market risk taking; 

 

c. an appropriate management information system (MIS) for controlling, 

monitoring and reporting market risk, including transactions between and 

with related parties; and 

 

d. accounting policies on the treatment of market risk. 

 

 An institution should incorporate its market risk management process into its 

overall risk management system.  This would enable it to understand and 

manage its consolidated risk exposure more effectively.  Where the institution is 

part of a financial services group, the risk management process should also be 

integrated with that of the group’s where practicable. 

 

 The risk management system should be commensurate with the scope, size and 

complexity of an institution's trading and other financial activities and the market 

risks assumed.  It should also enable the various market risk exposures to be 

accurately and adequately identified, measured, monitored and controlled.   

 

 All significant risks should be measured and aggregated on an institution-wide 

basis. 

 

 An institution’s risk management system should be able to quantify risk 

exposures and monitor changes in market risk factors (e.g. changes in interest 

rates, foreign exchange rates, and equity prices) and other market conditions on 

a daily basis.   

 

 An institution whose risk levels fluctuate significantly within a trading day should 

monitor its risk profile on an intra-day basis.  The risk management system 

should, wherever feasible, be able to assess the probability of future losses.  It 

should also enable an institution to identify risks promptly and take quick 

remedial action in response to adverse changes in market factors. 
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 An institution should ensure that its treasury and financial derivative valuation 

processes are robust and independent of its trading function.  Models and 

supporting statistical analyses used in valuations and stress tests should be 

appropriate, consistently applied, and have reasonable assumptions.  These 

should be validated before deployment. Staff involved in the validation process 

should be adequately qualified and independent of the trading and model 

development functions.  Models and analyses should be periodically reviewed to 

ascertain the completeness of position data, the accuracy of volatility, valuation 

and risk factor calculations, as well as the reasonableness of the correlation and 

stress test assumptions.  

 

 More frequent reviews may be necessary if there are changes in models or in the 

assumptions resulting from developments in market conditions. 

 

 An institution should have a unit dedicated to the management of market risks.  

Typically this is the responsibility of the Asset Liability Management Committee 

(ALCO).  ALCO is usually responsible for developing and maintaining appropriate 

risk management policies and procedures, MIS reporting, limits, and oversight 

programmes. It should include senior management from each functional area 

that assumes and manages market risks.   

 

 ALCO should meet on a frequency that is commensurate with the institution’s 

business activities.  The terms of reference, composition, quorum and frequency 

of meetings should also be formalized and clearly documented. 

 

4.2 Interest Rate Risk Measurement and Monitoring 

 

 In general, but depending on the complexity and range of activities of the 

individual institution, institutions should have interest rate risk measurement 

systems that assess the effects of rate changes on both earnings and economic 

value. These systems should provide meaningful measures of an institution's 

current levels of interest rate risk exposure, and should be capable of identifying 

any excessive exposures that might arise. 
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 Measurement systems should: 

 

a. assess all material interest rate risk associated with an institution's 

assets, liabilities, and OBS positions;  

 

b. utilize generally accepted financial concepts and risk measurement 

techniques; and 

 

c. have well documented assumptions and parameters. 

 

 As a general rule, it is desirable for any measurement system to incorporate 

interest rate risk exposures arising from the full scope of an institution's activities, 

including both trading and non-trading sources.  This does not preclude different 

measurement systems and risk management approaches being used for different 

activities; however, management should have an integrated view of interest rate 

risk across products and business lines. 

 

 An institution's interest rate risk measurement system should address all material 

sources of interest rate risk including re-pricing, yield curve, basis and option risk 

exposures.  In many cases, the interest rate characteristics of an institution's 

largest holdings will dominate its aggregate risk profile.   

 

 While all of an institution's holdings should receive appropriate treatment, 

measurement systems should evaluate such concentrations with particular rigor.  

Interest rate risk measurement systems should also provide rigorous treatment of 

those instruments, which might significantly affect an institution's aggregate 

position, even if they do not represent a major concentration.   

 

 Instruments with significant embedded or explicit option characteristics should 

receive special attention. 

 

 A number of techniques are available for measuring the interest rate risk 

exposure of both earnings and economic value.  Their complexity ranges from 
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simple calculations to static simulations using current holdings to highly 

sophisticated dynamic modelling techniques that reflect potential future business 

and business decisions.  These are as follows: 

 

a. Maturity/re-pricing schedule 

 

 The simplest techniques for measuring an institution's interest rate risk 

exposure begin with a maturity/re-pricing schedule that distributes 

interest-sensitive assets, liabilities and OBS positions into "time bands" 

according to their maturity (if fixed rate) or time remaining to their next 

re-pricing (if floating rate).   

 

 These schedules can be used to generate simple indicators of the interest 

rate risk sensitivity of both earnings and economic value to changing 

interest rates.  When this approach is used to assess the interest rate risk 

of current earnings, it is typically referred to as gap analysis.  The size of 

the gap for a given time band – that is, assets minus liabilities plus OBS 

exposures that re-price or mature within that time band - gives an 

indication of the institution's re-pricing risk exposure. 

 

 A maturity/re-pricing schedule can also be used to evaluate the effects of 

changing interest rates on an institution's economic value by applying 

sensitivity weights to each time band. 

 

 Typically, such weights are based on estimates of the duration of the 

assets and liabilities that fall into each time-band, where duration is a 

measure of the percent change in the economic value of a position that 

will occur given a small change in the level of interest rates.   

 

 Duration-based weights can be used in combination with a maturity/re-

pricing schedule to provide a rough approximation of the change in an 

institution's economic value that would occur given a particular set of 

changes in market interest rates. 
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b. Simulation Technique  

 

 More sophisticated interest rate risk measurement systems include 

Simulation Techniques.   

 

 Simulation techniques typically involve detailed assessments of the 

potential effects of changes in interest rates on earnings and economic 

value by simulating the future path of interest rates and their impact on 

cash flows.   

 

 In static simulations, the cash flows arising solely from the institution's 

current on and off-balance sheet positions are assessed.   

 

 In a dynamic simulation approach, the simulation builds in more detailed 

assumptions about the future course of interest rates and expected 

changes in an institution's business activity over that time.  These more 

sophisticated techniques allow for dynamic interaction of payments 

streams and interest rates, and better capture the effect of embedded or 

explicit options. 

 

 Regardless of the measurement system, the usefulness of each technique 

depends on the validity of the underlying assumptions and the accuracy 

of the basic methodologies used to model interest rate risk exposure.  

 

 In designing interest rate risk measurement systems, institutions should 

ensure that the degree of detail about the nature of their interest-

sensitive positions is commensurate with the complexity and risk inherent 

in those positions.  For instance, using gap analysis, the precision of 

interest rate risk measurement depends in part on the number of time 

bands into which positions are aggregated.  

 

 Clearly, aggregation of positions/cash flows into broad time bands implies 

some loss of precision. In practice, the institution must assess the 



MARKET RISK MANAGEMENT 

Guidelines 

 

 

 

 

 

 
 

Part VII  Updated as of 30 MAY 2013  

REDIT RISK MANAGEMENT POLICIES 
Page 11 of 19 

 

significance of the potential loss of precision in determining the extent of 

aggregation and simplification to be built into the measurement 

approach. 

 

 Estimates of interest rate risk exposure, whether linked to earnings or 

economic value, utilize, in some form, forecasts of the potential course of 

future interest rates.  

 

For risk management purposes, institutions should incorporate a change 

in interest rates that is sufficiently large to encompass the risks attendant 

to their holdings. Institutions should consider the use of multiple 

scenarios, including potential effects in changes in the relationships 

among interest rates (i.e. yield curve risk and basis risk) as well as 

changes in the general level of interest rates.   

 For determining probable changes in interest rates, simulation techniques 

could be used.  Statistical analysis can also play an important role in 

evaluating correlation assumptions with respect to basis or yield curve 

risk. 

 

 In assessing the results of interest rate risk measurement systems, it is 

important that the assumptions underlying the system are clearly 

understood by risk managers and institution management.  

 

In particular, techniques using sophisticated simulations should be used 

carefully so that they do not become "black boxes", producing numbers 

that have the appearance of precision, but that in fact are not very 

accurate when their specific assumptions and parameters are revealed.  

Key assumptions should be recognized by senior management and risk 

managers and should be re-evaluated at least annually.  They should also 

be clearly documented and their significance understood. Assumptions 

used in assessing the interest rate sensitivity of complex instruments and 

instruments with uncertain maturities should be subject to particularly 

rigorous documentation and review. 
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4.3 Foreign Exchange Risk Measurement and Monitoring 

  

 Managing foreign exchange risk requires a clear understanding of the amount at 

risk and the impact of changes in exchange rates on this foreign currency 

exposure.   

 

 To make these determinations, sufficient information must be readily available to 

permit appropriate action to be taken within acceptable, often very short, time 

periods.  Institutions may use various techniques to measure exposure to foreign 

exchange risk.  One approach could be through setting limits on the size of the 

net open position in each currency in which the institution is authorized to have 

exposure and the aggregate of all currencies.  This may be expressed as a 

percentage of core capital or total assets.  

 

 Other approaches could be through the use of ratios such as: 

 

a. foreign currency assets to foreign currency liabilities; 

 

b. change in net open position; 

 

c. growth in international assets/liabilities; and 

 

d. growth in off-balance sheet business. 

 

4.4 Hedging of Foreign Exchange Risk 

 

 The use of hedging techniques is one means of managing and controlling foreign 

exchange risk. In this regard, many different financial instruments can be used 

for hedging purposes; the most commonly used, however, are derivative 

instruments. 

Examples include forward foreign exchange contracts, foreign currency futures 

contracts, foreign currency options, and foreign currency swaps. 
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Each institution should consider which techniques are appropriate for the nature 

and extent of its foreign exchange risk activities, the skills and experience of 

management, and the capacity of foreign exchange risk reporting and control 

systems. 

 

Financial instruments used for hedging are not distinguishable in form from 

instruments that may be used to take risk positions.   

 

Before using hedging products, institutions must ensure that they understand the 

hedging technique and that they are satisfied that the instrument meets their 

specific hedging needs in a cost-effective manner. 

 

Further, the effectiveness of hedging activities should be assessed not only on the 

basis of the technical attributes of individual transactions, but also in the context 

of the overall risk exposure of the institution resulting from a potential change in 

asset/liability mix and other risk exposures such as credit and foreign exchange 

risks. For example, foreign exchange swaps involve the replacement of foreign 

exchange risk by credit risk (the risk that the counterparty to the swap may be 

unable to fulfil its obligations). 

 

In this context, hedging activities need to take place within the framework of a 

clear hedging strategy, the implications of which are well understood by the 

institution under varying market scenarios. In particular, the objectives and 

limitations of using hedging products should be uniformly understood, so as to 

ensure that hedging strategies result in an effective hedge of an exposure rather 

than the unintentional assumption of additional or alternate forms of risk. 

 

Before an institution is engaged in derivative instruments, either for hedging or 

position-taking, it must ensure that appropriate policies and procedures, as well 

as the capability to implement them are in place. 
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4.5 Stress Testing 

 

 The market risk management process should, where appropriate, include regular 

scenario analysis and stress tests.  An institution may choose scenarios based on 

either analyzing historical data or empirical models of changes in market risk 

factors.  The objective should be to allow the institution to assess the effects of 

sizeable changes in market risk factors on its holdings and financial condition.  

 

 Hence, scenarios chosen could include low probability adverse scenarios that 

could result in extraordinary losses. Scenario analysis and stress tests should be 

both quantitative and qualitative. 

 

 Scenario analysis and stress testing should, as far as possible, be conducted on 

an institution-wide basis, taking into account the effects of unusual changes in 

market and non-market risk factors.  Such factors include prices, volatilities, 

market liquidity, historical correlations and assumptions in stressed market 

conditions, the institution’s vulnerability to worst case scenarios or the default of 

a large counterparty and maximum cash inflow and outflow assumptions.  

 

 Scenario analysis and stress testing would enable the Board and senior 

management to better assess the potential impact of various market-related 

changes on the institution’s earnings and capital position.   

 

The Board and senior management should regularly review the results of scenario 

analyses and stress testing, including the major assumptions that underpin them.  

The results should be considered during the establishment and review of policies 

and limits. Depending on the potential losses projected by the scenario analysis 

and stress tests and the likelihood of such losses occurring, the Board and senior 

management may consider additional measures to manage the risks or introduce 

contingency plans. 
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4.6 Management Information System 

 

 An accurate, informative, and timely management information system is essential 

for managing market risk exposure, both to inform management and to support 

compliance with board policy. Reporting of risk measures should be regular and 

should clearly compare current exposure to policy limits.  In addition, past 

forecasts or risk estimates should be compared with actual results to identify any 

shortcomings. 

 

 Reports detailing the market risk exposure of the institution should be reviewed 

by the board on a regular basis.  While the types of reports prepared for the 

board and for various levels of management will vary based on the institution’s 

market risk profile, they should, at a minimum include the following: 

 

a. summaries of the institution's aggregate market risk exposures (i.e. 

interest rate and foreign exchange exposures); 

 

b. results of stress tests for market risk including those assessing 

breakdowns in key assumptions and parameters; 

 

c. foreign exchange exposure reports by currency and in aggregate; 

 

d. maturity distribution by currency of foreign currency denominated assets 

and liabilities including off balance sheet contingencies; 

 

e. summaries of the findings of reviews of market risk policies, procedures, 

and the adequacy of the interest rate risk measurement systems, 

including any findings of internal and external auditors or any other 

independent reviewer; 

 

f. list of outstanding contracts amounts by settlement date and currency 

both spot and forward; 
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g. reports demonstrating compliance with internal policies and prudential 

limits on market risk including exceptions; and 

 

h. daily foreign exchange operations gain/loss, in comparison with previous 

day’s results. 

 

 

Section 5 INTERNAL CONTROLS / RISK REVIEWS 

 

 Institutions should have adequate internal controls to ensure the integrity of their market 

risk management process.  

 

 These internal controls should be an integral part of the institution's overall system of 

internal controls.  They should promote effective and efficient operations, reliable 

financial and regulatory reporting, and compliance with relevant laws, regulations and 

institutional policies. 

 

 An effective system of internal controls for market risk should ensure that: 

 

5.1 there is a strong control environment; 

 

5.2 an adequate process for identifying and evaluating risk; 

 

5.3 there are adequate control tools such as policies, procedures and methodologies; 

and 

 

5.4 there is an effective management information system. 

 

 Limits for market risks that are consistent with the maximum exposures authorized by 

the Board and senior management should be set.   

 

 An independent risk management function should be established, with the responsibility 

for defining risk management policies, setting procedures for market risk identification, 
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measurement and assessment, and monitoring the institution's compliance with 

established policies and market risk limits.   

 

It should also ensure that market risk exposures are reported in a timely manner to the 

Board and senior management.  Risk management staff should be separate from and 

independent of position-taking staff. 

 

 Institutions should have their measurement, monitoring and control functions reviewed 

on a regular basis by an independent party.  It is essential that any independent reviewer 

ensures that the institution's risk measurement system is sufficient to capture all material 

elements of market risk, whether arising from on- or off-balance sheet activities. 

 

 

Section 6 LINES OF RESPONSIBILITY AND AUTHORITY  

 

 Care should be taken to ensure that there is adequate separation of duties in key 

elements of the risk management process to avoid potential conflicts of interest. 

 Management should ensure that sufficient safeguards exist to minimize the potential that 

individuals initiating risk-taking positions may inappropriately influence key control 

functions of the risk management process such as the development and enforcement of 

policies and procedures, the reporting of risks to senior management, and the conduct of 

back-office functions. 

 

 The nature and scope of such safeguards should be in accordance with the size and 

structure of the institution.  They should also be commensurate with the volume and 

complexity of market risk incurred by the institutions and the complexity of its 

transactions and commitments.  Although the controls over market risk will vary among 

institutions depending on the nature and extent of their activities, the key elements of 

any control program are well-defined procedures governing: 

 

1. organizational controls to ensure that there exists a clear and effective 

segregation of duties between those persons who initiate transactions and those 

who are responsible for operational functions such as arranging prompt and 
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accurate settlement, and timely exchanging and reconciliation of confirmations, 

or account for market activities; 

 

2. procedural controls to ensure that: 

 

a. transactions are fully recorded in the records and accounts of the 

institution; 

 

b. transactions are correctly settled; and 

 

c. unauthorized dealing is promptly identified and reported to management; 

 

3. controls to ensure that market activities are monitored frequently against the 

institution's market risk, counterparty and other limits and that excesses are 

reported; and 

 

4. controls to ensure institution’s compliance with applicable laws and regulations. 

 

 Independent audits are a key element in managing and controlling an institution's 

market risk management program. 

 

 Each institution should use them to ensure compliance with, and the integrity of, 

the market risk policies and procedures.  Independent audits should, over a 

reasonable period of time, test the institution's market risk management activities 

in order to: 

 

a. ensure market risk management policies and procedures are being 

adhered to; 

b. ensure management controls over market effective positions; 

 

c. verify the adequacy and accuracy of management information reports 

regarding the institution's market risk management activities; 
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d. ensure that personnel involved in market risk management are provided 

with accurate and complete information about the institution's market 

risk policies and risk limits and have the expertise required to make 

effective decisions consistent with the risk management policies. 

 

 Assessments of the market risk operations should be presented to the institution's board 

of directors for review on a timely basis.  Identified material weaknesses should be given 

appropriate and timely high level attention and management's actions to address those 

weaknesses should be objectively verified and reviewed. 
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Section 1 INTRODUCTION  

 

 Globalization of financial services, together with increased financial innovation, are 

making the activities of institutions and their risk profiles (i.e. the level of risk across an 

institution’s activities and/or risk categories) more complex. 

 

 Due to these developments, operational risk is becoming more pronounced.  Examples of 

these developments include: 

 

a The increased use of highly automated technology which has the potential to 

transform risks from manual processing errors to system failure risks, as greater 

reliance is placed on automated systems; 

 

b Growth of e-banking brings with it potential risks (e.g. internal and external fraud 

and system security issues) that are not yet fully understood; 

 

c. Acquisitions, mergers, and consolidations bringing the risk of system 

incompatibility and loss of staff morale; 

 

d. Engagement in risk mitigation techniques (e.g. collateral and derivatives) by 

institutions to optimize their exposure to market risk and credit risk, but which in 

turn may produce other forms of risk (e.g. legal risk); and 

 

e. Growing use of outsourcing arrangements and the participation in clearing and 

settlement systems, which can mitigate some risks but can also present other 

significant risks to institutions. 

 

 The diverse set of risks resulting from the above developments can be grouped under the 

heading of ‘operational risk’, which is defined as the risk of loss resulting from inadequate 

or failed internal processes, people and systems or from external events. 

 

 Operational risk is a term that has a variety of meanings within the banking industry.  

Whatever the exact definition, a clear understanding by institutions of what is meant by 

operational risk is critical to the effective management and control of this risk category.  
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It is also important that the definition considers the full range of material operational 

risks facing the institution and captures the most significant causes of severe operational 

losses.  Operational risk may arise from a number of sources as follows: 

 

1.1 People/Personnel  

 

 Events that may result into substantial loss include frauds like intentional 

misreporting of positions, employee theft, insider dealings, robbery, forgery, 

cheque kiting, and damage from computer hacking. Some of the contributing 

factors are as follows: 

 

a. lack of adequate skills and knowledge; 

 

b. inadequate training and development; 

 

c. improperly aligned compensation schemes and incentives; 

 

d. lack of understanding of performance standards or expectations; and 

 

e. inadequate human resource control (including supervision and 

segregation of incompatible duties) 

 

1.2 Internal processes and systems 

 

 Business disruption and system failures such as hardware and software failures, 

telecommunication problems, and utility outages, data entry errors, collateral 

management failures, unapproved access given to client accounts, non-client 

counterparty misperformance, and vendor disputes are examples of operational 

risk resulting from internal processes and systems.   

 

Some of the contributing factors are as follows: 

 

a. damage to physical assets; 
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b. inadequate or obsolete technology; 

 

c. lack of proper documentation; 

 

d. lack of or inadequate policies, procedures and controls; 

 

e. Poor management information system; and 

 

f. lack of or inadequate contingent plans. 

 

1.3 External events 

 

Terrorism, vandalism, earthquakes, fires and floods are examples of events that 

may cause operational risk in an institution. 

 

It is clear that operational risk differs from other risks in that it is typically not 

directly taken in return for an expected reward, but exists in the natural course 

of corporate activity, and that this affects the risk management process.   

 

At the same time, failure to properly manage operational risk can result in a 

misstatement of an institution’s risk profile and expose the institution to 

significant losses. 

 

 

Section 2 BOARD AND SENIOR MANAGEMENT OVERSIGHT 

 

 Failure to understand and manage operational risk, which is present in virtually all 

transactions and activities, may greatly increase the likelihood that some risks will go 

unrecognized and uncontrolled.  

 

 Board and senior management are responsible for creating an organizational culture that 

places high priority on effective operational risk management and adherence to sound 

operating controls.  Operational risk management is most effective where an institution’s 
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culture emphasizes high standards of ethical behaviour at all levels of the institution.  

The board and senior management should promote an organizational culture, which 

establishes through both actions and words the expectations of integrity for all 

employees in conducting the business of the institution. 

 

2.1 Board Oversight  

 

 Boards of directors have ultimate responsibility for the level of operational risk 

taken by their institutions.  

 

 The board of directors should approve the implementation of an institution-wide 

framework to explicitly manage operational risk as a distinct risk to the 

institution’s safety and soundness.  The board should provide senior 

management with clear guidance and direction regarding the principles 

underlying the framework and approve the corresponding policies developed by 

senior management. 

 

 An operational risk framework should be based on an appropriate definition of 

operational risk, which clearly articulates what constitutes operational risk in that 

institution.   

 

 The framework should cover the institution’s tolerance for operational risk, as 

specified through the policies for managing this risk and the institution’s 

prioritization of operational risk management activities, including the extent of, 

and manner in which, operational risk is transferred outside the institution.   

 

 It should also include policies outlining the institution’s approach to identifying, 

assessing, monitoring and controlling/mitigating the risk.  

 

 The degree of formality and sophistication of the institution’s operational risk 

management framework should be commensurate with the institution’s risk 

profile. 
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 The board is responsible for establishing a management structure capable of 

implementing the institution’s operational risk management framework.  Since a 

significant aspect of managing operational risk relates to the establishment of 

strong internal controls, it is particularly important that the board establishes 

clear lines of management responsibility, accountability and reporting. In 

addition, there should be separation of responsibilities and reporting lines 

between operational risk control functions, business lines and support functions 

in order to avoid conflict of interest.  The framework should also articulate the 

key processes the institution needs to have in place to manage operational risk. 

 

 The board should review the framework regularly to ensure that the institution is 

managing the operational risks arising from external market changes and other 

environmental factors, as well as those operational risks associated with new 

products, activities or systems. This review process should also aim to assess 

industry best practice in operational risk management appropriate for the 

institution’s activities, systems and processes.  

 

 If necessary, the board should ensure that the operational risk management 

framework is revised in light of this analysis, so that material operational risks 

are captured within the framework. 

 

2.1 Senior Management Oversight  

 

 Management should translate the operational risk management framework 

established by the board of directors into specific policies, processes and 

procedures that can be implemented and verified within different business units.   

 

 Senior management should clearly assign authority, responsibility and reporting 

relationships to encourage and maintain this accountability and ensure that the 

necessary resources are available to manage operational risk effectively.  

Moreover, senior management should assess the appropriateness of the 

management oversight process in light of the risks inherent in a business unit’s 

policy. 
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 Senior management should ensure that institution activities are conducted by 

qualified staff with the necessary experience, technical capabilities and access to 

resources, and that staff responsible for monitoring and enforcing compliance 

with the institution’s risk policy have authority and are independent from the 

units they oversee.  

 

 Management should ensure that the institution’s operational risk management 

policy has been clearly communicated to staff at all levels in units that are 

exposed to material operational risks. 

 

 Senior management should also ensure that the institution’s remuneration 

policies are consistent with its appetite for risk. Remuneration policies which 

reward staff that deviate from policies (e.g. by exceeding established limits) 

weaken the institution’s risk management processes. 

 

 Particular attention should be given to the quality of documentation controls and 

to transaction-handling practices.  Policies, processes and procedures related to 

advanced technologies supporting high transactions volumes, in particular, should 

be well documented and disseminated to all relevant personnel. 

 

 

Section 3 STRATEGY, POLICIES, PROCEDURES AND LIMITS 

 

 The institution should put in place an operational risk management policy.  The policy 

should, at minimum, include: 

 

a. the strategy given by the board of the institution; 

 

b. The systems and procedures to institute effective operational risk management 

framework; and 

 

c. the structure of operational risk management function and the roles and 

responsibilities of individuals involved. 
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 The policy should establish a process to ensure that any new or changed activity, such as 

new products or systems conversions, will be evaluated for operational risk prior to its 

implementation.   

 

 It should be approved by the board and documented.  The management should ensure 

that it is communicated and understood throughout in the institution.  The management 

also needs to place proper monitoring and control processes in order to have effective 

implementation of the policy.  

 

 The policy should be regularly reviewed and updated, to ensure it continues to reflect the 

environment within which the institution operates. 

 

 Institutions should also establish policies for managing the risks associated with 

outsourcing activities. Outsourcing of activities can reduce the institution’s risk prof ile by 

transferring activities to others with greater expertise and scale to manage the risks 

associated with specialized business activities.  However, an institution’s use of third 

parties does not diminish the responsibility of the board of directors and management to 

ensure that the third-party activity is conducted in a safe and sound manner and in 

compliance with applicable laws.  

 

 Outsourcing arrangements should be based on robust contracts and/or service level 

agreements that ensure a clear allocation of responsibilities between external service 

providers and the outsourcing institution.  

 

 Furthermore, institutions need to manage residual risks associated with outsourcing 

arrangements, including disruption of services. 

 

 Business Continuity and Disaster Recovery Plan 

 

 For reasons that may be beyond an institution’s control, a severe event may result in the 

inability of the institution to fulfill some or all of its business obligations, particularly 

where the institution’s physical, telecommunication, or information technology 

infrastructures have been damaged or made inaccessible.  This can, in turn, result in 
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significant financial losses to the institution, as well as broader disruptions to the 

financial system through channels such as the payments system.  

 

 This requires that institutions establish disaster recovery and business continuity plans 

that take into account different types of plausible scenarios to which the institution may 

be vulnerable, commensurate with the size and complexity of the institution’s operations. 

 

 Institutions should identify critical business processes, including those where there is 

dependence on external vendors or other third parties, for which rapid resumption of 

service would be most essential. For these processes, institutions should identify 

alternative mechanisms for resuming service in the event of an outage.  Particular 

attention should be paid to the ability to restore electronic or physical records that are 

necessary for business resumption. 

 

 Where such records are backed-up at an off-site facility, or where an institution’s 

operations must be relocated to a new site, care should be taken that these sites are at 

an adequate distance from the impacted operations to minimize the risk that both 

primary and back-up records and facilities will be unavailable simultaneously.  

 

 Institutions should periodically review their disaster recovery and business continuity 

plans so that they are consistent with their current operations and business strategies.  

Moreover, these plans should be tested periodically to ensure that the institution would 

be able to execute the plans in the unlikely event of a severe business disruption. 

 

 

Section 4 RISK MEASUREMENT, MONITORING AND 

  MANAGEMENT INFORMATION SYSTEMS 

 

 Risk identification is paramount for the subsequent development of a viable operational 

risk monitoring and control system.   

 

 Effective risk identification considers both internal factors (such as the institution’s 

structure, the nature of the institution’s activities, the quality of the institution’s human 



OPERATION RISK MANAGEMENT 

Guidelines 

 

 

 

 

 

 
 

Part VIII  Updated as of 30 MAY 2013  

REDIT RISK MANAGEMENT POLICIES 
Page 9 of 15 

 

resources, organizational changes and employee turnover) and external factors (such as 

changes in the industry and technological advances) that could adversely affect the 

achievement of the institution’s objectives. 

 

 In addition to identifying the most potentially adverse risks, institutions should assess 

their vulnerability to these risks. Effective risk assessment allows the institution to better 

understand its risk profile and most effectively target risk management resources. 

 

 Amongst the possible tools that may be used by institutions for identifying and assessing 

operational risk are: 

 

4.1 Self Risk Assessment 

 

 An institution should assesses its operations and activities against a menu of 

potential operational risk vulnerabilities. This process is internally driven and 

often incorporates checklists and/or workshops to identify the strengths and 

weaknesses of the operational risk environment. 

 

4.2 Risk Mapping 

 

 In this process, various business units, organizational functions or process flows 

are mapped by risk type.  This exercise can reveal areas of weakness and help 

prioritize subsequent management actions. 

 

4.3 Risk Indicators 

 

 Risk indicators are statistics and/or metrics, often financial, which can provide 

insight into an institution’s risk position.   

 

 These indicators are to be reviewed on a periodic basis (such as monthly or 

quarterly) to alert institutions to changes that may be indicative of risk concerns.  

Such indicators may include the number of failed trades, staff turnover rates and 

the frequency and/or severity of errors and omissions.  Threshold/limits could be 
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tied to these indicators such that when exceeded, could alert management on 

areas of potential problems. 

 

4.4 Historical Risk Incidence Database 

 

 The use of data on an institution’s historical loss experience could provide 

meaningful information for assessing the institution’s exposure to operational risk 

and developing a policy to mitigate/control the risk.   

 

An effective way of making good use of this information is to establish a 

framework for systematically tracking and recording the frequency, severity and 

other relevant information on individual loss events.  Institutions may also 

combine internal loss data with external loss data (from other institutions), 

scenario analyses, and risk assessment factors. 

 

 Depending on the scale and nature of the activity, institutions should understand the 

potential impact on their operations and their customers of any potential deficiencies in 

services provided by vendors and other third-party or intra-group service providers,  

including both operational breakdowns and the potential business failure or default of the 

external parties.   

 

 The board and management should ensure that the expectations and obligations of each 

party are clearly defined, understood and enforceable. The extent of the external party’s 

liability and financial ability to compensate the institution for errors, negligence, and 

other operational failures should be explicitly considered as part of the risk assessment. 

Institutions should carry out an initial due diligence test and monitor the activities of third 

party providers, especially those lacking experience of the banking industry’s regulated 

environment, and review this process (including re-evaluations of due diligence) on a 

regular basis.  

 

 For critical activities, the institution may need to consider contingency plans, including 

the availability of alternative external parties and the costs and resources required to 

switch external parties, potentially on very short notice. 
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 Control activities are designed to address the operational risks that an institution has 

identified. For all material operational risks that have been identified, the institution 

should decide whether to use appropriate procedures to control and/or mitigate the risks, 

or bear the risks.  

 

 For those risks that cannot be controlled,  the institution should decide whether to accept 

these risks, reduce the level of business activity involved, or withdraw from this activity 

completely. 

 

 Some significant operational risks have low probabilities but potentially very large 

financial impact.  Moreover, not all risk events can be controlled e.g. natural disasters.  

 

 Risk mitigation tools or programmes can be used to reduce the exposure to, or frequency 

and/or severity of such events. For example, insurance policies can be used to 

externalize the risk of “low frequency, high severity” losses which may occur as a result 

of events such as third-party claims resulting from errors and omissions, physical loss of 

securities, employee or third-party fraud, and natural disasters. 

 

 However, institutions should view risk mitigation tools as complementary to, rather than a 

replacement for, thorough internal operational risk control.  Having mechanisms in place 

to quickly recognize and rectify legitimate operational risk errors can greatly reduce 

exposures.  Careful consideration also needs to be given to the extent to which risk 

mitigation tools such as insurance truly reduce risk, or transfer the risk to another 

business sector or area, or even create a new risk e.g. legal or counterparty risk. 

 

 Investments in appropriate processing technology and information technology security 

are also important for risk mitigation.   

 

 However, institutions should be aware that increased automation could transform high-

frequency, low-severity losses into low-frequency, high-severity losses.  The latter may be  

associated with loss or extended disruption of services caused by internal factors or by 

factors beyond the institution’s immediate control e.g. external events.  Such problems 

may cause serious difficulties for institutions and could jeopardize an institution’s ability 
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to conduct key business activities.  Institutions should therefore establish disaster 

recovery and business continuity plans that address this risk. 

 

 An effective monitoring process is essential for adequately managing operational risk.  

Regular monitoring activities can offer the advantage of quickly detecting and correcting 

deficiencies in the policies, processes and procedures for managing operational risk.  

Promptly detecting and addressing these deficiencies can substantially reduce the 

potential frequency and/or severity of a loss event. 

 

 In addition to monitoring operational loss events, institutions should identify appropriate 

indicators that provide early warning of an increased risk of future losses.  Such 

indicators (often referred to as key risk indicators or early warning indicators) should be 

forward-looking and could reflect potential sources of operational risk such as rapid 

growth, the introduction of new products, employee turnover, transaction breaks, system 

downtime, and so on.   

 

 When thresholds are directly linked to these indicators an effective monitoring process 

can help identify key material risks in a transparent manner and enable the institution to 

act upon these risks appropriately. 

 

 The frequency of monitoring should reflect the risks involved and the frequency and 

nature of changes in the operating environment.  Monitoring should be an integrated part 

of an institution’s activities.  The results of these monitoring activities should be included 

in regular management and board reports, as should compliance reviews performed by 

the internal audit and risk management functions. 

 

 Senior management should receive regular reports from appropriate areas such as 

business units, the operational risk management office and internal audit.  The 

operational risk reports should contain internal financial, operational, and compliance 

data, as well as external market information aboutevents and conditions that are relevant 

to decision making. 
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 Reports should be distributed to appropriate levels of management and to areas of the 

institution on which concerns may have an impact.  Reports should fully reflect any 

identified problem areas and should motivate timely corrective action on outstanding 

issues.  To ensure the usefulness and reliability of these reports, management should 

regularly verify the timeliness, accuracy, and relevance of reporting systems and internal 

controls in general.  

 

 Management may also use reports prepared by external sources (auditors, supervisors) 

to assess the usefulness and reliability of internal reports. Reports should be analyzed 

with a view to improving existing risk management performance as well as developing 

new risk management policies, procedures and practices. 

 

 In general, the board of directors should receive sufficient higher-level information to 

enable them to understand the institution’s overall operational risk profile and focus on 

the material and strategic implications for the business. 

 

 

Section 5 INTERNAL CONTROLS / RISK REVIEWS 

 

 Internal control system should be established to ensure adequacy of the risk 

management framework and compliance with a documented set of internal policies 

concerning the risk management system.  Principal elements of this could include, for 

example: 

 

1. top-level reviews of the institution's progress towards the stated objectives; 

 

2. checking for compliance with management controls; 

 

3. policies, processes and procedures concerning the review,ctreatment and 

resolution of non-compliance issues; and 

 

4. a system of documented approvals and authorizations to ensure accountability to 

the appropriate level of management. 
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 Although a framework of formal, written policies and procedures is critical, it needs to be 

reinforced through a strong control culture that promotes sound risk management 

practices. 

 

 Board and senior management are responsible for establishing a strong internal control 

culture in which control activities are an integral part of the regular activities of an 

institution.  Controls that are an integral part of the regular activities enable quick 

responses to changing conditions and avoid unnecessary costs. 

 

 Operational risk can be more pronounced where institutions engage in new activities or 

develop new products (particularly where these activities or products are not consistent 

with the institution’s core business strategies), enter unfamiliar markets, and/or engage 

in businesses that are geographically distant from the head office. It is therefore 

important for institutions to ensure that special attention is paid to internal control 

activities including review of policies and procedures to incorporate such conditions. 

 

 Institutions should have in place adequate internal audit coverage to verify that operating 

policies and procedures have been implemented effectively. The board (either directly or 

indirectly through its audit committee) should ensure that the scope and frequency of the 

audit programme is appropriate to the risk exposures. Audit should periodically validate 

that the institution’s operational risk management framework is being implemented 

effectively across the institution. 

 

 To the extent that the audit function is involved in oversight of the operational risk 

management framework, the board should ensure that the independence of the audit 

function is maintained.  

 

 This independence may be compromised if the audit function is directly involved in the 

operational risk management process. The audit function may provide valuable input to 

those responsible for operational risk management, but should not itself have direct 

operational risk management responsibilities. 
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 An effective internal control system also requires existence of appropriate segregation of 

duties and that personnel are not assigned responsibilities which may create a conflict of 

interest.  Assigning such conflicting duties to individuals, or a team, may enable them to 

conceal losses, errors or inappropriate actions.   

 

 Therefore, areas of potential conflict of interest should be identified, minimized, and 

subjected to careful independent monitoring and review. 

 

 In addition to segregation of duties, institutions should ensure that other internal 

practices are in place as appropriate to control operational risk. Examples of these 

include: 

 

1. close monitoring of adherence to assigned risk limits or thresholds; 

 

2. maintaining safeguards for access to, and use of, institution’s assets and records; 

 

3. ensuring that staff have appropriate expertise and training; 

 

4. identifying business lines or products where returns appear to be out of line with 

reasonable expectations e.g. where a supposedly low risk, low margin trading 

activity generates high returns that could call into question whether such returns 

have been achieved as a result of an internal control breach; and 

 

5. regular verification and reconciliation of transactions and accounts. 


